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Agenda SH/LRE
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 TCP/IP revisited

- Sample Cases
- DHCP
* DNS
* FTP — Flow analysis, brute force attack
* OSA - Excessive / Dropped packets, addressing errors
* AT-TLS — Flow analysis
- Performance issue
 IDS trace

* Appendix — how to take traces

Note: trace analysis screen shots are from CleverView® for cTrace Analysis.
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Using Traces SH/\RE

« Know your protocols!
Network stack
Application flow
Check for “errors”
Mismatched capabilities
Did someone change the TCP header option (e.g., SACK)?
Lost packets (congestions?)

- Establish baseline — capture normal traffic flow
* Network Time vs. Host (Server) Time

» Trace comparison

* Trace inventory with annotations

 Multiple trace points — multiple platforms

» Automate/schedule tracing
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How to Take a Packet Trace? See Appendix

SH/SRE

EDUCATE » NET\

z/0S CTRACE:
 SYSTCPDA
« Packet Trace
« Scope: TCP/IP stack
« Packets entering or leaving the TCP/IP stack
- Data Trace
» scope: TCP/IP stack
« Socket data into and out of the Physical File System (PFS)
« Application data (unencrypted)
+ SYSTCPOT
 OSAENTA
* Scope: LPAR or CHPID
* Frames entering or leaving an OSA adapter for a connected host
« STSTCPIS
 Intrusion Detection Services (IDS)
« Packets are traced based on IDS policies

Data in the CTRACE Header is important! e.g., Packet Discard Code, IDS Probe ID, Correlator, IDS Policy, etc.
Linux, UNIX, AIX: tcpdump

Android*, iOS*: tcpdump * Requires root or jail break.
Windows: windump
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Networking Stack Support for TCP/IP SH RE

User space

Kernel space

Application

SWAY.
- -
_..-"'.J t H"‘u__

- TCP
- ubDP

j’f" / \
ICMPv4 k -
ICMPvG
IGMP
Link /
layer
Device
driver
Hardware ¢
Network
adapter Source: http://Juw713doc.sco.com/en/NET _tcpip/tcpN.tcpip_stack.html
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Encapsulation of Application Data within a Network Stack SH /:&RE
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Application
layer
¢ Data
Transport Application data
layer
TCPR/UDP
Data
¢ header
Network TCP segment or UDP packet
layer
P TCR/UDRP
i header | header —
Data link IP datagram
layer
Frame P TCR/UDRP Data Frame
header | header header trailer
Physical Network frame
network Source: http://uw713doc.sco.com/en/NET_tcpip/tcpN.tcpip_stack.html
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IP Header SHL'\.\RE
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Byte
OfsctWo, vy Iy |2| NN BN YRR S A
01 Version 'H:: é?:t‘;?er Type of Service (TOS) Total Length
) identification X DM Fragment Offset 1! ID — Unique ID within “maximum
8 Time To Live (TTL) Protocol Header Checksum Bytes datagram Ilfet|me”
12 Source Address ““It:rl;“?l
Header . .
a e Length) TTL — Time To Live, max value: 255.
— Decremented by 1 by each router.,
20 IP Option (variable length, optional, not common) _3 ) ;
l T L T 1 T L T I T PTI 1 L T T l L T T |2f T T I T T T L) T T - If It beCOmeS O before reaChIng
Bt Yo 1 2 3456 789 312345% 789 ,;123'45¢8678

3
g !

e iotie —}— Byie — o "o destination, then the packet is
discarded by the router.

Wersion Protocol Fragment Offset IP Flags
— — — i
Version of IP Protocol. 4 and IP Protocol ID. Including (but  Fragment offset from start of
6 are valid. This diagram not limited to): IP datagram. Measured in 8
represents version 4 1ICMP 17 UDP 57 SKIP byte (2 words, 64 bits) x 0x80 reserved (evil bit)
structure only. 2IGMF 47 GRE 88 EIGRP  jhcroments. If IP datagramis D 0x40 Do Not Fragment
6TCP ~ SOESP 89 OSPF  fagmented, fragment si M 0x20 More F t
9IGRP 51 AH 115 L2TP g - ragmerit size XU Ware Fragments
Header Length (Total Length) must be a follow
T —— multiple of 8 bytes. RFC 791
Number of 32-bit words in Total Length ———————————————
TCP header, minimum value Header Checksum Please refer to RFC 791 for
of 5. Multiply by 4to getbyte  Total length of IP datagram, ; the complete Internet
count or IP |ragmenl if fragmented Checksum of entire IP P - )
. i . Protocol (IP) Specification.
Measured in Bytes. header i
Source: http://nmap.org/book/images/hdr/MJIB-1P-Header-800x576.png
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ICMP Header SHL'\.\RE
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ICMP Header

AFC T2 Outines ™ ICMP Projocol

0 BN RN EY 1l | IR EIRNENE |
ICMP Type l T""IC‘“‘" I 'C"""“’I'“““”‘ ' T Used by network devices (e.g.,
Y T T T Y T T T T B
— — T T — — = routers) to send error or
informational messages.

4 ICMP Data l

virahie Length Deponds on ICAWP Tipe Code

—— TN | SN —— ping, traceroute, path MTU
= — - S discovery, etc.
I 14 Timestamp Reply |

3 Destination Unreachable 5 Redirect 11 Time to Live Exceeded
o Typa Code
0 Natwork Unreachabio 0 Radesct for Nabenor 0 TTL Exceaded in Transit
1 Host Uneeachabia 1 Radesct {or Host 1 TTL Excoaded in Aeassambhy m Acicirmas inadk R
2 Protoool Unreachable 2  PRedirect for TOS and Motwodk
3 Part Uresachabls 3 Radesct lor TOS and Hoat
4 Fragmant Mocodiiry
§ Source Route Faled 18 Address Mask Reply
6 Destination Metwork Unknown
T Daatnation okt Lnknown 8 Echo W T ——
B Obsolate
8 Destination Metwork Probbited e,
10 Destination Host Prohibited 8 Router Advertisement
11  Nebwork Unreachabds for TOS I'\rl ‘ratocol Haadar Format
12 Host Unreachabie for TOS i
13 Communication Profibited
Source http://www.troyjessup.com/headers/ICMP_Header.png Copyright © 2017 Applied Expert Systems, Inc.
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Fragmentation — split up large packets and reassemble fragments by
routers (dated method) SH RE

Different networks have different maximuml__packet sizes (MTU: Maximum
Transmission Unit); e.g., Ethernet 1.5K, WiFi 2.3K

To split up:
Break up packet into smaller pieces (fragments)
Copy IP header to pieces
Adjust length, set offsets
Set MF (More Fragments) on all pieces except the last one

Receiver:
Use ID field to reassemble the pieces back together

Fragmentation is undesirable: more work for routers/hosts, tends to magnify loss
rate — if you lose a fragment you have to retransmit the entire packet
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EDUCATE » NETWORK » INFLUENCE

Path MTU Discovery - avoids fragmentation (a better method)
Finds the smallest MTU of all links in the path

Implemented with DF (Don’t Fragment) bit in IP Header and ICMP Type 3,

Code 4: Destination Unreachable; Fragment Necessary, and link MTU
(RFC 1191) to get feedback messages from routers

Packet (with length)

Test #1 / Test #2 Test #3
] Cm (56 ]—
F MTU=1400 ‘ - ‘"[ MTU=1200 bytes " MTU=900 I —
= t":)

Source rev 120 — Destination

-
. -
T -

Source: Computer Networks lecture Professor David Wetherall, University of Washington
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ICMP Type 3. Destination Unreachable
Code 4: Fragmentation needed

packet size > MTU but Don’t Fragment bit is set

Packet Summary

Dratagram

I Timestamp Size Local IP Rmt. IP Protocol | Messages Local Port Rmt. Port
1 20:11:48:3265 CST 64 G62.177.254.141  |62.177.254.1 UppP dns : client guery (Standard) scsc.msg.yahoo.com. 1025 dns

3 20:11:49:3271 CST 64 62 177.254. 141 |82.177.254.1 upp dns : client guery (Standard) sczc.msg.yahoo.com. 1025 dns

4 20011503272 CS5T 64 62177254141 |82.177.254.1 uppP dns : client gquery (Standard) scsc.msg.}rahuu.cu m. 1025 dns

o 20011523277 C5T 64 62.177.254.141  |82.177.254.1 uopP dns : client guery (Standard) scsc.msg.yahoo.com. 1025 dns

G 20:11:54:3256 C5T Ll B2 177 2541 62 177.254.141 ARP ARP Request: Who Has 62.177.254.1417 Tell

T 20:11:54:3256 C5T &0 B2 177254141  [82177.254.1 ARP ARP Rephy: §2.177.254.141 iz at 05:00:45:F4.34:09

& 20:11:56:3284 CST 64 62 177.254. 141 |82.177.254.1 upp dns : client guery (Standard) sczc.msg.yahoo.com. 1025 dns
20:12:03:3294 CST| 64 62177254141 [62.177.254.1 dns : client query (Standard) scsc.msg.yahoo.com. 1025 | dns |
12 200120432585 CST 64 62177254141 |82.177.254.1 uppP dns : client guery (Standard) sczc.msg.yahoo.com. 1025 dns

13 20012053301 C5T 64 62.177.254.141  |82.177.254.1 uopP dns : client guery (Standard) scsc.msg.yahoo.com. 1025 dns

14 20:12:07:3304 CST 64 G62.177.254.141  |62.177.254.1 UppP dns : client guery (Standard) scsc.msg.yahoo.com. 1025 dns

15 20012:09:5534 C5T &0 B2 177 2541 B2 177.254.141 ARP ARP Request Who Has 62.177.254.1417 Tell

16 20012055534 C5T &0 B2 TT 254141 [82.177.254.1 ARP ARP Rephy: 62177 254.141 iz at 08:00:45:F4.3A:09

17 2012113312 C5T 64 62177254141 |82.177.254.1 uppP dns : client guery (Standard) sczc.msg.yahoo.com. 1025 dns

Copyright © 2017 Applied Expert Systems, Inc.
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UDP Header Format SHL'\.\RE
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UDP Header

» 768 Dutines e UDP Peotocol

o) 1 1 8| | ' eV | B30 1 19111

Source Port Destination Port T

Source http://www.troyjessup.com/headers/UDP_Header.png
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TCP Header Format SHL’:\RE

il TN SRR LR RN AN IR AR AR CYN NN I AN AN A

Destination Port

Acknowledgment Mumber

“DUCATE » NETWORK » INFLUENCE

TCP Flags

TCP Options (variable length, optional)

1 2 3
Bit 23456789 ,123465V678905123a567889,1
|-|— Nibble —#}— Byte —#}— Word

TCP Flags Congestion Notification TCP Options Offset
T — T — T —
|C EUAPRSTEF | ECN (Explicit Congestion 0 End of Options List Number of 32-bit words in
Motification). See RFC 1 Mo Operation (NOP, Pad) TCP header, minimum value
Congestion Window 3168 for full details, valid 2 Maximum segment size of 5. Multiply by 4 to get
C 0x80 Reduced (CWR) states below. 3 Window Scale byte count.
E 0x40 ECN Echo (ECE) Cacket State 0SB EON b 4 Selective ACK ok
U 0x20 Urgent Syn 00 11 8 Timestamp RFC 793
A 0x10 Ack SW:E: E? E.;,
P 0x08 Push Checksum Please refer to RFC 793 for
R 0x04 Reset NoCongestion 01 00 —— the complete Transmission
S 0x02 Syn CGongestion 1 Checksum of entire TCP Control Protocol (TCP)
F 0x01 Fin Congastion 11 oo segment and pseudo Specification.
Receiver Paspones ¥ : 0 header (parts of IP header)

Sender Aasponse

Source http://nmap.org/book/images/hdr/MJB-TCP-Header- Copyright © 2017 Applied Expert Systems, Inc.
800x564.png
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TCP Header SHARE
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* Source Port
* Destination Port
* Sequence Number
- Acknowledgment Number
ACK Number = Incoming Sequence Number +
Bytes Received

Copyright © 2017 Applied Expert Systems, Inc.
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15

TCP Header - Flags SHARE

URG (Urgent) — Rarely used; indicates the Urgent Pointer field should be
examined.

ACK (Acknowledgement) - Segment contains an acknowledgment. Every
segment should have ACK except for SYN or RST segments.

PSH (Push) — Bypass buffering and send/receive the data immediately.
RST (Reset) — Abnormal session termination, close the connection explicitly

SYN (Synchronize) - Synchronize Sequence Numbers to establish a
connection

FIN (Finish) — Transaction finished, no more data from sender (but doesn't
close connection explicitly)

Copyright © 2017 Applied Expert Systems, Inc.
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TCP Options SH RE

* Options are at the end of the standard TCP header and are a
multiple of 8 bits in length.

» 1 Byte Option Kind
 Kind = 0: End of option list
* Kind = 1: No Op (used for padding to make the header an
even multiple of 32 bits)
- 1 Byte Option Kind, 1 Byte Option Length, Option Data

Copyright © 2017 Applied Expert Systems, Inc.
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17

TCP Option — Maximum Segment Size (MSS)
Kind=2, Length=4 SH RE

* Defines the Maximum Segment Size (MSS) to be used during a connection
between 2 hosts — max number of bytes that can be received in a single TCP
segment (not counting headers)

Appears only in SYN, SYN/ACK.

Both sides use the lower of the two advertised MSS values.

MSS vs. MTU; e.qg, if MTU=1500, what's the largest possible MSS?
If MSS is omitted by one or both ends, default=536 bytes

A [ C P[] 55 sl
- Interface MTU |
IP MTU -

-
L
14 20 20
Source: https://networklessons.com/cisco/ccie-routing-switching/pppoe-mtu-troubleshooting-cisco-ios/

Copyright © 2017 Applied Expert Systems, Inc.
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TCP Option — Window Scaling (RFC 1323)
Kind=3, Length=3 SH RE

Window Size (16 bits) — max amount of received data that can be buffered at one time
on the receiving side. Max = 65,535 bytes.

To take advantage of a network with high bandwidth and high delay. E.g, 10 Mbps with
RTT=200ms.
Max amount of data in one-way transit = B x D
10 Mbps x 0.1 s =1 Mb = 125,000 bytes vs. 65,535 (52% utilization)

Use the Window Scaling option to increase the TCP Receive Window Size above its
max value of 65,535 bytes.

It ip%cgies an 8-byte shift count; max = 14. So the effective max window size is 216+14

This option is sent only in a SYN segment. The scale multiplier remains static for the
duration of the TCP connection.

Window Scaling is only in effect if both sides include the option. The shift count may be
0: offering to scale, while applying a scale factor of 1 to its own receive window.

Copyright © 2017 Applied Expert Systems, Inc.
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TCP Option — Selective ACK (RFC 2018)

« Cumulative ACK vs. Selective ACK (SACK)

* Cut down # of retransmissions

* Check both sides are supporting SACK

19
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Kind=5,Length=variable

W=t

-‘_‘_\Request\.

@ eg 3//
Ack 2
eg 4

ACk 3X'

Ack 4

\a

SH./.RE

EDUCATE » NETWORK » INFLUENCE

W=

-‘__\_\Request\’

Ack 1, Sack 3

Ack 1, Sack 3-4 @

2##:::;¢:
/ea
X

Ack 4

\»

Source: http://packetlife.net/blog/2010/jun/17/tcp-selective-acknowledgments-sack/

Copyright © 2017 Applied Expert Systems, Inc.
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‘Packet Details

TCP Options — MSS, Window Scaling, SACK

‘Packet Details

Packet ID : 1
Time - 11/2/2005 Z1:04:29:5621 C5T

Link Header :
Source Mac : 08:00:46:F4:3A:-0% Bemote Mac - 00:04:75:C%:51:B&
ETHERTYPFE : IPF (0x800)

IF Version 4

Header Length - Z0

Source - 10.0.5Z_.164 Bemote : 204.152_.184_.134
Protocol - TCP

Datagram Length : 52

ID : Ox331e (13078)
Flags : Don't Fragment
Time to live :- &4

Header checksum : Ox43EB

Fragment Offset :- 0O

TCE Header Info

Source Port - Ze4d4e Z2ode Bemote Port - 80 http

Seq. Mumber :- 3087588054 bek. Number - O

Window : 65535 Flags : 5YN

Maximim segment size: 1460 bytes

NOP

HWindow scale: 2 (multiply by 4) WindOW Scaling
HOE

HOE

SLCE permitted

Selective ACK

« What’s the actual Window size?
«  What’s the MTU?

SH.ARE

EDUCATE » NETWORK » INFLUENCE

Packet ID =
Time : 11/2/

Z
Z

005 21:-04:25:7421 CS5T

Link Header :
Source Mac : 00:04:75:C5:51:Be Bemote Mac : O0B:00:46:F4:-3A:-08
ETHERTYEE : IF (0Ox800)

IF Version 4

Header Length : Z0

Source : Z04.15Z2.184.134 BEemote z 10.0.52.1c4
Protocol : TCP

Datagram Length : 52

ID : OxF&8EB (&3211)
Flags : Don't Fragment
Time to liwe :- 50

Header checksum : 0xBEL1S

Fragment Offset - 0

TCP Header Info

Source Port : 820 http Remote Port : Zede Zodo

Seqg. Humber : 12185088235 ek, HNumber : 30875880355
Window : &5535 Flags : RACE S5Y¥YN

Maximim segment size: 14860 bytes

HOE

Window scale: 0 (multiply by 1)

NOP

HOP

srCE permitted Selective ACK — Receiver sends ACK
ranges so sender can retransmit
without guesswork.

Copyright © 2017 Applied Expert Systems, Inc.
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TCP - Establishing a Connection SH.ARE

The 3 Way Handshake (3 segments) SOHCATE TR TORE s INEEHEREE
Client Server
SOCket /{_ SYN gocdket
Seq Num = 3557 N
Connect s ACK Num =0 Listen
Let’s Talk LISTEN
SYN-SENT
ACK/SYN —>
ACK Num = 3558 OK, Let’s Talk
Seq Num = 91248 L SYN-RCVD
/f- /
ACK
Thanks! all ACK Num = 91249
ESTABLISHED —
5] B Conversation
> Established
ESTABLISHED

Copyright © 2017 Applied Expert Systems, Inc.
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TCP - Establishing a Connection

SH./.RE
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i __—

File "Help
B 0B +=> 0% 3 [{8 7

K2 Traffic Errors oo Session Errors Resp. Time Thresh, %€ Application Errors @ IMIT Packets @ TERM Packets IMIT Errors TERM Errors

Tracesl Query Builder Packet Summary | Session Summaryl P Summaryl Packet Details

Packet Summary

22

D Timestamp Daagram | | ocalp Rrt. P Profocol | Messages LocalPort | Rmt Port | S°% | ack | indow
i 21:04.20.5621 CST| 52 |10.052.164 | 204.152.184.134 | 1Cp~. 1SYN N 2646 hitp___| 3087586094 [0 65535
2 21:04:207421CST| 52 |204.152.184.134 [10.0.52.164 TP [AcKSYN ) htp 2646 | 1218508629 | 3087588095 | 65535
3 21:04:297421CST| 40 [10.0.52.164  |204.152184.134 | TCP~_[ACK __~ 2646 hitp | 3087588095 | 1218508630 | 64240
4 21:04207443CST| 483 |10.052.164  |204.152.184.134 | TCP _ |ACKPSH : Request GET 2645 hitp | 3087588095 | 1218508630 | 64240
5 21:04:28:9242CST| 40 |204.152.184.134 | 10.0.52.164 TCP_|ACK http 2646 | 1218508630 | 3087588538 | 65257
6 21:04:20:9281 CST| 1500 | 204.152.184.134 | 10.0.52.164 TCP__ | ACK : Reply: HTTPH.1 200 OK http 2646 | 1218508630 | 3087588538 | 65535
7 21:04:20.8284 CST| 40 |10.052.164  |204.152184.134 | TCP__ |ACK 2645 hitp | 3087588538 | 1218510080 | 64240
8 21:04:28:9202 CST| 1500 | 204.152.184.134 | 10.0.52.164 TCP_|ACK http 2646 | 1218510090 | 3087588538 | 65535
9 21:04:20.9202CST| 43 |204.152.184.134 | 10.0.52.164 TCP__ | ACK PSH http 2646 | 1218513010 | 3087588538 | 65535
10 21:04:20.9292CST| 52 |10.052.164  |204.152.184.134 | TCP__ |ACK 2646 hitp | 3087588538 | 1218511550 | 63875
11 21:04:20.9293CST| 52 [10.052.164  |204.152.184.134 | TCP__ |ACK 2646 hitp | 3087588538 | 1218511550 | 64240
12 21:04:25.9303CST| 1500 |204.152.184.134 |10.0.52.164 TCP_|ACK http 2645 | 1218511550 | 3087588538 | 65535
13 21:04:20:9304 CST| 40 |10.052.164  |204.152.184.134 | TCP__ |ACK 2646 hitp | 3087588538 | 1218513013 | 63874
14 21:04:20.9305CST| 40 [10.052.164  |204.152184.134 | TCP_ |ACK 2646 hitp | 3087588538 | 1218513013 | 64240
15 21:04:30:1102C5T| 1500 |204.152.184.134_|10.0.52.164 TCP_|ACK http 2645 | 1218513013 | 3087588538 | 65535
16 21:04:30:1M05CST| 40 [10.052.164  |204.152.184.134 | TCP__ |ACK 2646 hitp | 3087588538 | 1218514473 | 64240
17 21.04:30:1113CST | 1500 |204.152.184.134 |10.0.52.184 TCP_|ACK http 2645 | 1218514473 | 3087588538 | 65535
18 2104301114 CST| 40 | 10052164 |204.152.184.134 | TCP__ |ACK 2646 hitp | 3087588538 | 1218515933 | 64240
19 21:04:30:1123CST| 1500 |204.152.184.134 | 10.0.52.164 TCP_|ACK http 2646 | 1218515333 | 3087588538 | 65535
20 21:0430:1M24C5T| 40 |10.052.164  |204.152184.134 | TCP_ |ACK 2645 hitp | 3087588538 | 1218517383 | 64240
21 21:04:30:1135CST| 1500 | 204.152.184.134 | 10.0.52.164 TCP | ACK http 2646 | 1218517393 | 3087588538 | 65535
22 21:0430:1136CST| 40 |10.052.164  |204.152184.134 | TCP__ |ACK 2645 hitp | 3087588538 | 1218518853 | 64240
23 21:04:30:1145CST| 1500 | 204.152.184.134 | 10.0.52.164 TCP_|ACK http 2646 | 1218518853 | 3087588538 | 65535

Copyright© 2017 by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/
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TCP - Connection Termination

4 segments to terminate.

SH./.RE

EDUCATE » NETWORK » INFLUENCE

TCP half-close: allows one end to terminate its output, while still receiving data from the other

end)

Close
FIN-WAIT1

FIN-WAIT2

TIME-WAIT
(2xMSL timeout)

CLOSED

23

Client

i -2 =~

Server

FIN
~
7
ACK
pd
~
FIN
pd
~
ACK

N
7

e

[

9.

Wait

N

Copyright © 2017 Applied Expert Systems, Inc.

CLOSE-WAIT

Hey,
Application,

—> We’re Shutting

down!
Close
LAST-ACK

CLOSED
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TCP - Connection Termination SH./RE

EDUCATE » NETWORK » INFLUENCE

Traces | Query Builder Packet Summary I ‘ Sequence of Execution ‘ Responze Time Summary l I

Packet Summary

] Timestamp Da;?f;am Local P Ritt. IP Frotocol | Messages Locsl Port | Rmt. Port Nsuer“n‘ﬁer ricr:ber g;‘;‘gd':'w &
439 1815307282 GMT| 1500 (1377243207 1377243117 TP |ACK ftp deta 4410 | 3598481056 | 1803247842 | 32788
440 T815:30:7283 GMT| 52 1377243417 |137 7243207 TCP | ACK 4410 fip deta | 1803247842 | 3508462504 | 50743
441 T815:39:7283 GMT| 1500 |137.7243207  |137.7243117 TCP | ACK ftp deta 4410 | 3599482504 | 1803247542 | 32768
442 T815:39:7283 GMT| 1500 1377243207 |137.7243117 TP |ACK ftp data 4410 | 3599483952 | 1803247842 | 32768
443 1815.39:7283 GMT| 52 1377243117 |137 7243207 TP |ACK 4410 flpdeta | 1803247842 | 3598465400 | 56547
444 1815307285 GMT| 1500 1377243207 |137 7243117 TP |ACK ftp deta 4410 | 3598485400 | 1803247842 | 32768
445 1815.30:7286 GMT| 52 1377243417 |137 7243207 TP |ACK 4410 flp deta | 18073247842 | 3508466545 | 50159
445 1815397287 GMT| 1500 |137.7243207  |137.7243117 TCP | ACK ftp deta 4410 | 3509496545 | 1803247542 | 32768
447 1815397287 GMT| 1500 |1377243207  |137.7243117 TP |ACK ftp data 4410 | 3599485206 | 1803247842 | 32768
443 1815:39:7287 GMT| 52 1377243117 |137 7243207 TP |ACK 4410 fip data | 1803247842 | 3595460744 | 56263
443 1815.30:7288 GMT| 1500 1377243207 |137 7243117 TP |ACK ftp data 4410 | 3598489744 | 1803247842 | 32768
450 1815.30:7200 GMT| 1500 1377243207 |137.7243117 TP |ACK ftp dete 4410 | 3598491192 | 1803247842 | 32768
451 1815:30:7290 GMT| 52 1377243417 |137 7243207 TCP | ACK 4410 fip deta | 1803247842 | 3508402640 | 53367
452 T815:39:7201 GMT| 1500 |137.7243207  |137.7243117 TCP | ACK ftp deta 4410 | 3599492640 | 1803247542 | 32768
453 T815:39:72092 GMT| 1396 1377243207 |137 7243117 TP | ACKFS fip data 4410 | 3595494088 | 1803247842 | 32768
454 1815.39.7292 GMT| 52 1377243117 |137 7243207 TP |ACK 4410 flpdeta | 1803247842 | 3508485432 | 50575
455 1815.30:7205 GMT| 52 1377243117 |137 7243207 TP |ACK 4410 flp deta | 1803247542 | 3508405432 | 56951
1815:30:7300 GMT| 52 1377243417 |137 7243207 TCP 4410 1803247342 | 3508405432 | 65535

4o |torsoazesaonr| sz [twraeair |iorzzasaw | te[ leex ) | a0 | tooas |iovceeros: |osssessess [coss |

18:15:39:7491 GMT 1377243207 137 7243117 paCk PSH ftp data 4410 35834954353 (18032478473 (32768
481 1815:39:7739 GMT 40 1377243117 1377243207 TCP ACK, 4405 ftp control | 2509715855 | 3598076766 [632353
452 18130 39:7516 GMT TE 137.72.43207 1377243117 TCP ACK PSH ftp reply code 230 ftp cantral 4405 FIME07ETES | 250971655 | 32734
464 181 30:39:8504 GMT 40 137724317 1377243207 TCP ACK, 4405 ftp contral | 250971555 | 3398076504 (63183
466 1815416117 GMT 45 1377243117 137 7243207 TCP ACK PSH : fip command QUIT 4408 fip comtrol | 2509715838 | 3993076804 (65135
467 18:15:41:6164 GMT T 1377243207 137 7243117 TCP ACK PSH : fip reply code 221 ftp control 4408 3583076304 (250971864 (32762

459 [1@1sateioioMT| 40 [137r2asaor [1ari24sair | TCP [ACKPSH ftp conitrol 4408 |3598076842 [250071865 [327E2

250971865 | 3598076542 (65158

|

471 18:15:47:6195 GMT 40 1377243117 137 7243207 TCP ACK 4408 ftp control

Copyright© 2017 by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/ @@@@




Comparing Traces — Baselining; Multiple Trace Points

25

=

Trace 1

|C:'I.F'rngram Files'\AESYraces'wp_cli_1_15.mdb

j Elrnwsel g

Trace 2

|C: ‘Program Files'AESYtraceswWp_srv_1_15.mdb

Search

j Browze | g

Fun Cuery

Packet Summany T

]

SH/iRE

EDUCA

B=1E3

» NET\

Search | Fun Query |
Packet Summany T \|
i Datagram

I Timestamp Sire Local IP Frmt.
135 1755 40: 9044 ST 45 1537 7243117 137 .7
14 17 S5 40: 3065 ST 44 1537 .72.43.207 1375
15 1758 40: 3065 ST 40 1377243117 1375
29 1758410354 GMT 114 1537 .72.43.207 137 .7
30 1755411930 ST 40 15377243117 137 .7
31 175847 : 2007 ST T4 137 7243207 1375
32 175841 : 3956 ST 40 15377243117 1373
35 1758445920 ST a4 15377243117 137 .7
36 1758446057 ST 67 137 7243207 1375
37 1758 44: 5045 ST 40 1377243117 1375
35 17 5547 5652 GMT a2 15377243117 137 .7
39 17554785735 GMT 40 13537 .72.43.207 1377
40 1758473542 ST 101 137 7243207 1375
41 1758451151 GMT 40 15377243117 137 .7
435 175499270 GMT 45 15377243117 137 .7
44 17F:58:49: 3317 ST T4 137 7243207 1375
45 1758501215 GT 40 1537 7243117 1377
25 17 5554 9530 ST [=1=3 15377243117 137 .7
56 1758543550 ST 62 137 7243207 1375
a7 1758543590 ST a4 1377243117 1375
a5 1755550072 GhT =18} 1537 .72.43.207 137 .7
29 1755550077 ST =18} 1537 7243117 1377
[=1n] 1758550109 SMT 52 137 7243207 1375
E1 17 558550629 GMT a0 1537 .72.43.207 137 .7
B2 17558550709 SGMT 1500 1537 .72.43.207 137 .7
< >

i Dratagram s

I Timestamp Sire Local IP Fir
115 1751193035 GhT 45 1537 7243117 137
119 1751193041 GMT 44 13537 .72.43.207 137
120 17511 3: 3053 ST 40 1377243117 137
1354 151194328 GMT 114 1537 .72.43.207 137
135 17511 9:5979 GMT 40 1377243117 137
136 17511 3: 53953 ST 7 137 7243207 137
137 17511273350 ST 40 137 7243117 137
1355 1751 22:9910 GMT = 1377243117 137
139 1751230061 ST 67 137 7243207 137
140 17512532035 ST 40 1377243117 137
141 1751259671 GMT a2 1377243117 137
142 1791 26: 2545 ST 40 1537 .72.43.207 137
143 1751 26: 3515 GMT 101 137 7243207 137
144 1751265140 GMT 40 1377243117 137
145 17512832558 GMT 45 1377243117 137
146 1751 28: 3290 ST 7 137 7243207 137
147 1751285205 ST 40 137 7243117 137
156 175135353518 GMT [=1=3 1377243117 137
157 17513335852 GMT 62 137 7243207 137
155 17513335877 GMT =L 1377243117 137
159 17515354042 GT =18} 1537 .72.43.207 137
160 1751 : 535 40635 ST =18} 1537 7243117 137
161 1751334051 SMT a2 137 7243207 137
162 1751 354500 ST =1n]} 1537 .72.43.207 137
1635 1751354673 GMT 1500 1537 .72.43.207 157
< >

Copyright© 2017 by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/
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Inferring Packet Loss from Duplicate ACKs SH/\ARE

* Duplicate ACKs tells us:
Some new data did arrive but it was not next segment
The next segment might be lost

* Treat 3 (usually) Duplicate ACKs as a loss

Retransmit next expected segment before Retransmission
Timeout (RTO) - Fast Retransmit

Copyright © 2017 Applied Expert Systems, Inc.
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Inferring Packet Loss from Duplicate ACKS SH R

EDUCATE » NETWORK » INFLUEN
Tracesl Query Builder Packet Summary ‘ l l l l

Packet Summary

D Timestamp Dﬁé?_f:m Local P Rt IP Protocol | Messages LocalPort | Rmt. Port Nﬁser h,lc:JCn:{t.:-er ;‘22”””
13 0235137644 GNT| 52 1377243137 1377243207 TCP |sYN 10432 | ftp contral |1257181311 |0 65535
14 0235137650 GMT| 48 1377243207 [137.72.43.137 TCP  |ACKSYN fipcontrol | 10432  [452077185 [1257181312 32788
15 02:35:13:7850 GMT| 40 1377243137 [137.72.43.207 TCP |ACK 10432 | fip contral [1257181312 | 452077196 |64240
15 02:35:13:3898 GMT| 114 [137.7243207 [137.72.43137 TCP |ACKPSH : fip reply code 220 fipcontrol | 10432 |452077186 [1257181312 32788
18 02:35:14:0430 GMT| 40 1377243137 [137.72.43.207 TCP |AcK 10432 | fip contral 1257181312 | 452077270 [84221
19 02:35:14:0435 GMT| 74 1377243207 [137.72.43.137 TCP |ACKPSH : fip reply code 220 fipcontral | 10432 452077270 [1257181312[32788
20 02:35:14:2617 GMT| 40 1377243137 |137.72.43.207 TCP |ACK 10432 | fip control | 1257181312 452077304 [64213
s 02:35:18:1661 GMT| 54 1377243137 |137.72.43.207 TCP |ACKPSH : fip command USER 10432 | fip control | 1257181312 452077304 [64213
2% 02:35:18:1790 GMT| &7 1377243207 |137.72.43137 TCP |ACKPSH : fip reply code 331 fip control | 10432  |452077304 |1257181326 |32754
27 02:35:18:3075 GMT| 40 1377243137 [137.72.43.207 TCP |ACK 10432 | fip control | 1257181326 | 452077331 |64208
33 02:35:20.6157 GMT| 55 1377243137 |137.72.43.207 TCP |ACKPSH : fip command PASS 10432 | fip contral | 1257181326 | 452077331 |64208
34 02:35:20:8732 GMT| 40 1377243207 [137.72.43.137 TCP |ACKPEH fipcontrol | 10432 452077331 |1257181341 32753
35 02:35:21:3841 GMT| 101 [137.7243207  [137.72.43437 TCP |ACKPSH : fip reply code 230 fipcontrol | 10432 [452077331 [1257181341 32753
37 02:35:21:4799 GMT[ 40 1377243137 [137.72.43.207 TCP |ACK 10432 | fip contral |1257181341 452077382 [841m
41 02:35:23:5899 GMT| 48 1377243137 [137.72.43.207 TCP |ACKPSH : ftp command TYPE 10432 | fip contral |1257181341 452077382 [841m
42 02:35:23:5935 GMT| 83 1377243207 [137.72.43.137 TCP |ACKPSH : fip reply code 200 fipcontrol | 10432 [452077382 [1257181348 32780
43 02:35:23.7760 GMT| 40 1377243137 [137.72.43.207 TCP |AcK 10432 | fip contral [1257181348 [ 452077435 [84180
81 02:35:29:5343 GNTL. &7 1377243137 |137.72.43.207 TCP |ACKPSH : fip command PORT 10432 | fp control 1257181349 | 452077435 (84180
g2 02:35:29:5379 GMT[™ &2 1377243207 |137.72.43137 TCP |ACKPSH : fip reply code 200 fipcontrol | 10432 [452077435 [i257161378) | 22741
g5 02:35:30:3898 GMT| 82 1377243207 |137.72.43137 TCP |ACKPSH : fip reply code 200 fip control | 10432 452077435 |hizsrieiare] | 32741
&8 02:35:32.1407 GNT| &2 1377243207 |137.72.43.137 TCP |ACKPSH : fitp reply code 200 fip control | 10432 |4sz077435 r2stigiave]|zzvan
74 02:35:35:5118 GMT 62 137.72.43.207  [137.72.43.137 TCP ACK PSH : fip reply code 200 fip control 10432 |452077435 [IESTIEIITER | 22741
75 02:35:42:2300 GMT| 62 137.72.43.207  |137.72.43.137 TCP  |ACKPSH : fip reply code 200 fio control | 10432 |452077435 ZETIE1STERT 5574y
%9 0235556398 GNT| 62 |137.7243207 |137.72.43.137 TCP |ACKPSH - fip reply code 200 fip control | 10432 | 452077235 | (o STEN 35744
185 02:36:22.7005 GMT| &2 1377243207 [137.72.43.137 TCP |ACKPSH : fip reply code 200 fipcontrol | 10432 452077435 1“31;:: 32741
287 02:37:15:8704 GNT| 82 1377243207 [137.72.43.137 TCP |ACKPSH : fip reply code 200 fipcontrol | 10432 452077435 32741

Copyright © 2017 Applied Expert Systems, Inc.
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TCP Zero Window Size SH RE

EDUCATE » NETWORK » INFLUENCE

* The receliver is not able to receive any data at the
moment because the receive buffer is “full”.

* The sender will wait for a while and retry. If this goes
on long enough, the sender will reset the connection.

* NOT a network problem

Copyright © 2017 Applied Expert Systems, Inc.
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UDP Port 67 — Server daemon

DHCP

UDP Port 68 — Client process

Transaction ID — keeping track of responses and
requests

DHCP Message Types:

ONoOhWNE

DHCP Discover
DHCP Offer
DHCP Request
DHCP Decline

DHCP Acknowledgement
DHCP Negative Acknowledgement (NACK)

DHCP Release

DHCP Informational

Copyright© 2017 by SHARE Inc. Except where of

Copyright © 2017 Applied Expert Systems, Inc.
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DHCP Normal Sequence SH.ARE

ENIICATE » NIET\A/QORK » INIEL | JENCE

Packet =ummary
D Timestamp Datagram Size | Local IP Amt. IP Protocol | Messages LocalFort | Rmt port | °% et e
Numbxer MNumkber Size
1 01:38:18:3525 PST 328 0.0.0.0 255 255 255 255 uop dhep : client request: dizcover find DHCP servers bootpc bootps ] 0 ]
2 01:38:18:38345 PST 308 192.168.1.1 192.168.1.4 uop dhep : server reply: offering ip address 192.163.1.4 bootps bootpc ] 0 ]
3 01:38:18:3845 PST 332 0.0.0.0 255255255 255 uoP dhcp : client request: request new ip address bootpc bootps ] 0 ]
4 01:38:18:4545 PST 308 192.168.1.1 152.168.1.4 uoP dhcp : server reply: ACK use of 192.168.1 4 (ok to use) bootps bootpc ] 0 ]
DHCP Discover ( Msg Type 1) -> Offer (2) -> Request (3) -> Ack (5)
LHCE : SEEVER EREPLY
Hardware Type - Ethernetl
Hardware Address Length - ©
Hops — 0
Transaction ID - Ox06E32864 = All 4 packets have the same Transaction ID
Elapsae Seconds - 0
Flags - unicast
Client IP — 0.0.0.0
Your (client) IP - 1532.1g28.1.4
Next server IP - 0.0.0.0
Belay Agent IP - 0.0.0.0
Client MAC Address - 00:0C:Z3:1F:-74:0&
Server host name - not provided
Boot file name - not provided
DHCP Options:
DHCE Message — dhcp ack C—
server identifier = 18Z2_168.1.1
DHCP IP address lezgse time = 1440 minutes
subnet mask = Z55_255_2Z55.0
router = 19Z_1&8.1.1
domain name server = 15Z2_168.1.1
domain name = Home
End Option
Copyright © 2017 Applied Expert Systems, Inc.
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DHCP Decline sequence SHARE

» INFLUENCE
Packet Summary

Datagram
I Timestamp Size Local IP Rmt. IP Protocol | Messages Local Port Rmt. Port
1 1725037104 C5T 328 0.0.0.0 255.255.255.255 uoP dhcp ; client request: discover find DHCP servers bootpc bootps
2 1725037241 C5T 328 182.168.0.1 255,255 255,255 uoP dhcp : server reply: offering ip address 152.163.0.104 bootps bootpc
3 1725037295 C5T 342 0.0.0.0 255255255255 uoP dhcp : client request: reguest new ip address bootpc bootps
4 1725037368 CST 342 192.168.0.1 2552550255255 upe dhcp : server reply: ACK use of 192.168.0.104 (ok to use) bootps bootpc
5 17250464859 CS5T 328 0.0.0.0 285 255 255 255 upp dhcp : client request: decline use of 192.163.0.104 (already in use) bootpec bootps
-> Decline (4)
TDP Header Info
Source Port : @8 bootpc Bemote Port : ©7 bootps

DHCP : CLIENT REQUEST
Hardware Type — Ethernet
Hardware Address Length - &
Hops — 0
Tremsaction ID - OxED63F236 (———— All'5 packets have the same Transaction ID
Elapse Seconds — 3328
Flags - broadcast
Client IF - 15Z_168.0.104
Your (client) IPF — 0.0.0.0
Hext server IP — 0.0.0.0
Belay Zgent IP — 0.0.0.0
Client MAC Address - 00:1B:SE:70:10:42
Server host name - not provided
Boot file name — not provided
DHCF Cptions:
DHCE Message - dhep decline C——
DHCF client-identifier

Hardware type: Ethernet (10Mb)

Client address: 00:1B:3E:70:10:42
DHCP regquested IP address = 152 _168.0.104
server identifier = 132.168.0.1
End Option

Dadding Copyright © 2017 Applied Expert Systems, Inc.
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DNS SH/ARE

EDUCATE » NETWORK

- UDP/TCP Port 53

Message ID — Transaction ID that associates DNS gqueries with
responses

Some of the flags in DNS header
* Request/Response

* Recursion Desired (RD) — ask other DNS servers on behalf of
the clients

« Truncation Occurred (> 512 bytes) **
* Response Code
* O — No Error
* 1 - Format Error
2 — Server Failure
3 — Name Error
4 — Not Implemented
5 — Refused

** should be using the TCP protocol

Copyright © 2017 Applied Expert Systems, Inc.
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nslookup and dig

ns
ns
ns

DNS commands

0]0)
0]0)
0]0)

KU
KU

KU

0 share.org 8.8.8.8

p 162.209.40.65 8.8.4.4

D —type=mx share.org 8.8.8.8

Copyright© 2017 by SHARE Inc. Exce

pt where ot

dig @8.8.8.8 share.org a +short
dig @8.8.4.4 -x 162.209.40.65 +short
dig @8.8.8.8 share.org mx +short

Copyright © 2017 Applied Expert Systems, Inc.
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DNS Queries SH/LRE

34

DUCATE » NET\
Packet Summary
Datagram

I Timestamp Size Local IP Rmt. IP Protocol Messages Local Port Fmt. Port
1 07:24:50:3078 CST 72 192.168.1.100 152.168.0.254 uop dns : client query (Standard) 2541 dnzs
2 0724503867 C5T 179 1592 168.0.254 192 168.1.100 LDpP dns : server respoense (Mame Error) dns 2541
3 07:24:51:5927 C5T 71 192 188.1.106 1592 168.0.254 uop dns : client query (Standard) 1920 dns
4 07:24:51.7502 C5T 71 192 .163.0.254 192.168.1.106 Uop dns : server response (Server Failure) dns 1920
5 07:24:52:3261 C5T 68 192 168.200.12 |192.168.200.51 uop dns : client query (Standard) 172 dns
i 07:24.:52.3265 CST 437 192.168.200.51 1892.168.200.12 s dns : server response (Mo Error) dns 1178
7 07:24:52:3480 C5T 68 192 168.200.12 |192.168.200.51 uop dns : client query (Standard) 179 dns
8 07:24.52.3464 CST 437 192.168.200.51 1892.168.200.12 s dns : server response (Mo Error) dns 1175
9 07 24:54:8302 C5T 57 192 1688 20012 | 1592.188.200.51 uop dns : client query (Standard) 1183 dnz
10 07:24:55:3164 C5T 71 192 168.1.100 1592.168.0.254 uop dns : client query (Standard) 2542 dns
11 07 24.55.30958 CST 178 192.163.0.254 192.168.1.100 uop dns : server respense (Mame Error) dns 2542
12 07:24:55:6304 C5T 57 192 168.200.12 |192.168.200.51 uop dns : client query (Standard) 1183 dns
13 07:24:558:8573 CST 72 192.188.200.12 | 152.188.200.51 uop dns : client query (Standard) a7 dnzs
14 0724578333 C5T 57 192 1688 20012 | 1592.188.200.51 uop dns : client query (Standard) 1183 dnz
15 07:24:57:8538 C5T 72 192 1688.200.12 |192.1688.200.51 uop dns : client query (Standard) 1187 dns
16 07 24:58:5080 CST 71 192 188.1.105 152 168.0.254 uop dns : client query (Standard) 4555 dnz
17 0724586765 CS5T 71 192.1638.0.254 192.168.1.105 UoP dns : server response (Server Failure) dns 4555
18 07:24:55:8381 CST 57 192.188.200.12 | 152.188.200.51 uop dns : client query (Standard) 1183 dnzs
19 07245965627 C5T 71 192 168.1.100 1592.168.0.254 uop dns : client query (Standard) 2543 dns
20 0724597416 CST 178 192.168.0.254 192.168.1.100 UoP dns : server respoense (Mame Error) dns 2543
21 07:24:559:8666 CST 72 192 1688 20012 | 1592.188.200.51 uop dns : client query (Standard) &7 dnz
22 07:25:00:1717 C5T 72 192 168.1.108 1592.168.0.254 uop dns : client query (Standard) 1274 dns
23 07 25.00:2506 CST 72 192.163.0.254 192.168.1.108 uop dns : server response (Server Failure) dns 1274
24 07:25:01:8321 CST Fi 192.168.200.51 192.168.200.12 UoP dns : server response (Server Failure) dns 1173

Copyright© 2017 by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/

Copyright © 2017 Applied Expert Systems, Inc.

©@O906



DNS Response: Name Error SH.ARE

—Packet Details

EDUCATE » NETWORK » INFLUENCE

Packet ID : 2
Time : 4/1/2003 07:Z24:50:3B8%7 C5T

Link Header -
Source Mac - 00:Z0:T782:D9:0D:DB Bemote Mac - 00:D0O:-59:RA-RAF:-80
ETHERTYFE : IF (0Ox800)

IF Version 4

Header Length - Z0

Source 1532 1e8.0_254 BEemote 192 _168.1.100
Protocol : UDP

Datagram Length - 17%

ID - OxB938 (4751Z)

Flags : Fragment Offset - 0

Time to liwve : &4

Header checksum - 0x3CEF

UDP Header Info

Source Port : 53 dns Bemote Port : Z541 Z541
DMS Header

DNS Message ID - 31 —

Type : Besponse (Name Error)

Flags : AR BD BA&

Bequest address of following names
109.1_168.1592 _in-addr_arpa

Flags:

AA Authoritative Answer — response came from an authoritative server for the domain name
RD Recursion Desired (Root servers > Top Level Domains > Second Level Domains.....)
RA Recursion Available on this server
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DNS Response: Authoritative vs. Non-Authoritative

share.org

Website Info History DMNS Records Diagnostics

che expires in 23 hours, 59 minutes and 50 seconds l 1Ty am : 2 2mithbucklin. com.

ucklin. com.

Registrar Info

2 .smithbucklin.com

Name GDDEUE]}-‘.EI)I’"I. LLC
Referral URL http://www.godaddy.com
Status clientDeleteProhibited https:/icann.org/epp#clientDeleteProhibited

clientRenewProhibited https:/ficann_org/epp#clientRenewProhibited
clientTransferProhibited hitps:/ficann.org/epp#clientTransferProhibited
clientUpdateProhibited hitps:/ficann.org/epp#clientUpdateProhibited

Important Dates /vars :
Expires On 2017-08-27
Reaqgistered On 1991-08-28
Updated On 2016-08-19

Name Servers
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DNS Queries — routing problem

>HARE

37

Packet Summary LUENCE
) Datagram

I Timestamp Size Local IP Rmt. IP Protocol | Messages Local Port Rmt. Port
1 14:01:25:0704 CST 65 207.33.247.70 2041561281 uoe dns : client gquery (Standard) www.netanalysis.org. 1030 dns
12 14:01:30:8870 C5T o6 207.33.247 .65 207.33.247.70 ICHP Transit TTL exceeded

3 14:01:34:5804 C5T 63 207.33.247.70 204.156.128.10 uoP dns : client query (Standard) www.netanalysis.org. 1030 dns
4 14:01:36:3936 C5T 596 207.33.247 65 207 .33.247.70 ICHMP Transit TTL exceeded

5 14:01:40:1193 C5T 63 207.33.247.70 204.156.128.20 upp dns : client query (Standard) www.netanalysis.org. 1030 dns
6 14:01:41:9358 C5T 56 207.33.247 65 207 33.247.70 ICMP Transit TTL exceeded

7 14:01:45:6194 CS5T 65 207.33.247.70 2041561281 upp dns : client query (Standard) www.netanalysis.org. 1030 dns
8 14:01:47.4349 CET 56 207.33.247 65 207.33.247.70 ICHP Transit TTL exceeded

5 14:01:459:1244 CST 65 207.33.247.70 20415512810 uoe dns : client gquery (Standard) www.netanalysis.org. 1030 dns
10 14:01:50:9411 CST o6 207 33.247 .65 207.33.247.70 ICHP Transit TTL exceeded

11 14:01:52:6244 C5T 63 207.33.247.70 204.156.128.20 uoP dns : client query (Standard) www.netanalysis.org. 1030 dns
12 14:01:54:4411 CST 596 207.33.247 65 207 .33.247.70 ICHMP Transit TTL exceeded

13 14:01:56:1283 C5T 63 207.33.247.70 204.156.128.1 upp dns : client query (Standard) www.netanalysis.org. 1030 dns
14 14:01:57.0524 CST 56 207.33.247 65 207 33.247.70 ICMP Transit TTL exceeded

15 14:02:01:6343 C5T 65 207.33.247.70 204.156.128.10 upp dns : client query (Standard) www.netanalysis.org. 1030 dns
16 14:02:03:4471 CET 56 207.33.247 65 207.33.247.70 ICHP Transit TTL exceeded

17 14:02:07:1421 C5T 65 207.33.247.70 204 155.128.20 uoe dns : client gquery (Standard) www.netanalysis.org. 1030 dns
13 14:02:08:9591 C5T o6 207 33.247 .65 207.33.247.70 ICHP Transit TTL exceeded

19 14:02:12:6544 C5T 63 207.33.247.70 2041561281 uoP dns : client query (Standard) www.netanalysis.org. 1030 dns
20 14:02:14.4813 C5T 596 207.33.247 65 207 .33.247.70 ICHMP Transit TTL exceeded

21 14:02:19:1694 C5T 63 207.33.247.70 204.156.128.10 upp dns : client query (Standard) www.netanalysis.org. 1030 dns
2z 14:02:20:9833 C5T 56 207.33.247 65 207 33.247.70 ICMP Transit TTL exceeded

23 14:02:25:6693 C5T 65 207.33.247.70 204.156.128.20 upp dns : client query (Standard) www.netanalysis.org. 1030 dns
24 14:02:27.6696 C5T 56 207.33.247 65 207.33.247.70 ICHP Transit TTL exceeded

25 14:02:32:2063 C5T 75 207.33.247.70 204.156.128.1 UDP dns : client query (Standard) 1031 dns
26 14:02:34.5654 C5T o6 207 33.247 .65 207.33.247.70 ICHP Transit TTL exceeded

27 14:02:37.7143 C5T [ 207.33.247.70 20415512810 UoP dns : client query (Standard) 1031 dns
28 14:02:40:0895 C5T 596 207.33.247 65 207 .33.247.70 ICHMP Transit TTL exceeded
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OSA —-Excessive Inbound Packets in Real-Time Monitoring

SH./ARE

= =~ . @ DUCATE » NETWORK » INFLUENCE
Gﬂj;a CleverView® for TCP/IP
& SysPoint #¥ Connect Expert % StackView & LinkView %% Critical Resources 2, PinPoint
LinkView February 25, 20
0 0 [[] AutoRefresh: g Refresh
Channel Links and Devices
Total 6 Links Unavailable: 3 Devices Unavailable: 1
Bytes
. . Thru-put Bytes
Host | TCP/IP . . Link . . Device Quene Thru-put In In %0 | Bytes
Name| Stack Flag| CHPID| [P Address Link Name Link Type Status Device Name | Device Type Status Size MIU Bytes/Sec Out Bytes In of Out Out %o
Bytes/Sec of Total
Tota]
y
,;_'?IS TCFIP 192.168.1929 OSDL IPAQENET <+ 3*Ready DEVOSAL MPCIPA +*Ready 0 5992 30,437 6 48274032 I'DD",’VN,SIS 100%%
y
,;_'?IS TCFIP 127.00.1 LOOPEACK LOOPBACK +3*Ready LOOPBACK LOOFBACK +*Ready 0 63,535 0 U] 0 0% 0 0%
y
Z08 TCFIP 192.168.192.8 OSDL2 IPAQENET GNa! DR281920 MPCTPA GNOF 0 0 0 0 0 0% 0 0%
11 active active I,\\s
Y
i?ls TCFIP 17220122182 VIPLACIDTABS VIPA 1 *Ready VIPDACIDTABS VIPA +*Ready 1] 0 0 0 0 0% 0 0%
y
705 repp 235253235255 Nt O Starting 00 0 0 0 ™% 0 0%
111 active
208 Not Sent
L1l TCFIP 19392001 TOVTAM MPCPTP Gac‘live IUTSAMEH MPCPTP +*SETUP U] 0 0 U] 0 0% 0 0%
i Fequest

Gateways || OSPF Routing || RIP Routing || VIPA || VTAMTRLE |

4 I 2
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Check OSA Links Statistics: Netstat Devlinks

DevName: DEVOSAL

DevStatus: Ready
ILnkName: OSDL

Link

Speed: 000000100
IpBroadcastCapab
CfgRouter: Non
ArpOffload: Yes
ActMtu: 8992
VLANid: None

Statistics:
BytesIn

Inbound Packets
Inbound Packets
Inbound Packets
Inbound Packets
BytesOut
Outbound Packets
Outbound Packets

DevType: MPCIPA

InkType: IPAQENET LnkStatus: Ready

0
ility: No
ActRouter: Non
ArpOffloadInfo: Yes
VLANpriority: Disabled
= 25081576230
= 194853959
In Error = 194353459
Discarded = 194352011
With No Protocol = 0
= 103520236
= 387012
In Error =0
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- SH./ARE
Check IP Statistics: Netstat Stats Proto IP SDUCATE » NETWORK - INFLUENCE

MVS TCP/IP NETSTAT CS V1R11 TCPIP Name: TCPIP 02:22:49

IP Statistics (IPv4)

Packets Received = 194959223

Received Header Errors = 194429115 (discarded due to IP header errors)
Received Address Errors = 194431079 (invalid destination IP address)
Datagrams Forwarded = 4680

Unknown Protocols Received =0

Received Packets Discarded =0

Received Packets Delivered = 523425

Output Requests = 409928

Output Discards No Route =0

Output Discards (other) =0

Reassembly Timeouts =0

Reassembly Required =0

Reassembly Successful =0

Reassembly Failures =0

Datagrams Successfully Fragmented = 0

Datagrams Failing Fragmentation =0

Fragments Created =0

Inbound Packets handled by zIIP =0

Outbound Packets handled by zIIP =0
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Check Historical IP Interface Data SHARE

EDUCATE » NETWORK » INFLUENCE

- -
CAEes CleverView® for TCF/IP
€& SysPoint 4% Connect Expert %% StackView &7 LinkView 5% Critical Resources Q_PinPoint
B z/comm March 1,2011 10:45:48 AM
MIB Lookup o o
E DNS Lookup
S 5 IP Reassemblies
aynd, displaying 1to 25 [First/Prev] 1. 2, 3, 4, 5, 6, 7, 8 [Next/Last]
¥ Master ; ; Inbound Inbound Output
Unknown Received Received Inbound X Output . Datagram
¥ Commands N'::ri g:é': Date Time Address ::?;::2: Protocol Header Packets Calls from J;apz; ?"2‘: Pasc::tts Disc. D;f:' D?::gr?)r:s Frag.
& SessionLog Received Errors Delivered Dev. Layer Errs Shortage Other Rouias Failures |=
¥ Event Manager 2/0S
& Alerts 1.11 TCPIP 02/21/2011 00:00 1272065 1271793 1271793 0 0 0 258 1265328 0 0 54 0 0 0 (
+ :
¥ Monitor ‘}/?15 TCPIP 02/21/2011 00:30 1298978 1298580 1298580 26 0 0 357 1288402 0 0 132 0 0 0 (
[+ SNMP z/0S
1.11 TCPIP 02/21/2011 01:00 1237456 1236980 1236979 24 0 0 438 1227558 0 0 190 0 0 0 (
# Snapshot :
[# History il?ls TCPIP 02/21/2011 01:30 1363238 1362840 1362840 16 0 0 368 1352653 0 0 143 0 0 0 ¢
B utilities 2/9S Tcpip 02/21/2011 02:00 1380440 1380124 1380124 8 0 0 293 1369457 0 o 8 0 0 0 (
il?f TCPIP 02/21/2011 02:30 1158666 1158276 1158275 18 0 0 358 1148154 0 0 134 0 0 0 (
??15 TCPIP 02/21/2011 03:00 1297091 1296633 1296633 17 0 0 427 1288771 0 0 175 0 0 0 (
ili)f TCPIP 02/21/2011 03:30 1355674 1355291 1355291 14 0 0 354 1345011 0 0 129 0 0 0 (
i’?f TCPIP 02/21/2011 04:00 1434464 1434202 1434202 0 0 0 248 1421754 L\\> 0 0 54 0 0 0 (
i/i)f TCPIP 02/21/2011 04:30 1589514 1589241 1589241 0 0 0 258 1568406 0 0 54 0 0 0 (
‘I‘/?ls TCPIP 02/21/2011 05:00 1706816 1706547 1706547 0 0 0 255 1694223 1 0 54 0 0 0 (
%/?? TCPIP 02/21/2011 05:30 1498456 1498193 1498193 0 0 0 249 1490032 0 0 54 0 0 0 (Y
< | 1l I KA [ | o
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Capture Discarded Packets

SH/iRE

DUCATE » NETWO LUENGCE
VARY TCPIPtcpipproc,PKT,ON,DISCard=ALL
Facket Summary
n] Timestamp Datagram Size | Local IP Rmt. IP Protocol Local Port Rrmt. Port
1 12:13:24:2578 PST 78 172.29.965.93 172.29.191.255 uoP MBNS MBNS
2 12:13:24:2588 PST i 172.29.96.93 172.29.191.255 uoP NBNS NBNS
3 12:13:24:25582 PST 78 172.25.96.93 172.25.191.255 uoeP NBNS NBNS
4 12:13:24:2602 PST 78 172.29.96.93 172.25.191.255 uopP NBNS NBNS
5 12:13:24:2508 PST 78 172.29.965.93 172.29.191.255 uoP MBNS MBNS
6 12:13:24:2615 PST T8 172.29.96.93 172.29.191.255 uopP NBNS NBNS
T 12:13:24:2624 PST Fi:) 172.25.96.93 172.25.191.255 uopP NBNS NBNS
2 12:13:24: 2632 PST 78 172.29.96.93 172.25.191.255 uppP NBNS NBNS
9 12:13:24:2640 PST i 172.29.96.93 172.29.191.255 uoP NBNS NBNS
10 12:13:24:2648 PST T8 172.29.96.93 172.25.191.255 uoeP NBNS NBNS
11 12:13:24:2654 PST 72 172.29.96.93 172.258.191.255 uopP NBNS NBNS
12 12:13:24: 2862 PST 78 172.29.965.93 172.29.191.255 uoP MBNS MBNS
13 12:13:24:2659 PST T8 172.29.96.93 172.29.191.255 uopP NBNS NBNS
14 12:13:24:2678 PST 78 172.25.96.93 172.25.191.255 uoeP NBNS NBNS
15 12:13:24:2685 PST 78 172.29.96.93 172.25.191.255 uopP NBNS NBNS
18 12:13:24:2554 PST 78 172.29.965.93 172.29.191.255 uoP MBNS MBNS
17 121324271 PST T8 172.29.96.93 172.25.191.255 uoeP NBNS NBNS
18 12:13:24:270% PST Fi:) 172.25.96.93 172.25.191.255 uopP NBNS NBNS
19 12:13:24:27T17 PST 78 172.29.96.93 172.25.191.255 uppP NBNS NBNS
20 12130242726 PST i 172.29.96.93 172.29.191.255 uoP NBNS NBNS
21 1213242732 PST T8 172.29.96.93 172.25.191.255 uoeP NBNS NBNS
22 12:13:24:2740 PST 72 172.29.96.93 172.258.191.255 uopP NBNS NBNS
23 12:13:24: 2747 PST 78 172.29.965.93 172.29.191.255 uoP MBNS MBNS
24 12:13:24: 2756 PST T8 172.29.96.93 172.29.191.255 uopP NBNS NBNS
25 12:13:24:2755 PST 78 172.25.96.93 172.25.191.255 uoeP NBNS NBNS
25 1213242772 PST 78 172.29.96.93 172.25.191.255 uopP NBNS NBNS
27 12:13:24:2782 PST 78 172.29.965.93 172.29.191.255 uoP MBNS MBNS
28 12132427859 PST T8 172.29.96.93 172.25.191.255 uoeP NBNS NBNS
Copyright © 201/ Applied Expert Systems, Inc.
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Check the Offending Packets SH.ARE

EDUCATE » NETWORK » INFLUENCE

The same packet was repeated 127 times — How do we know they are the same?
starting with TTL=127, then TTL=126, TTL=125, ... ... and ending with TTL=1

IP Versicn 4 IP Version 4

Header Length : 20 Header Length : 20
Source - 172.29_9§_93 Bemote - 172.29_191._255 Source - 17229 .96_93 BEemote 17 Z2_.259.191 255

Protocol : UDPE Protocol - TUDE
Datagram Length - 78 Datagram Length - 78

ID - 0x0135 (30%) ID - 0Ox0135 (30%)
Flags : Fragment Offset - 0

Flags : Fragment Offaet - 0O
Time to live - 127 Time to live : 1
Header checksum - 0xClD0Z Header checksum : 0x3FD3

Copyright © 2017 Applied Expert Systems, Inc.

Copyright© 2017 by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/ @@@@




44

Why were these packets discarded? SH./ARE

EDUCATE » NETWORK » INFLUENCE

Check the Discard Code.

PTHDR T Header

Device Type : MPC IPF RDEMET Link
Discard - 4114 (IP MAC BRDCST)
Link Name z O5DL

Flags : IFP packet was received

IF Packet Length : 78 bytes

IPF Source: 17Z_.Z5%_.%9c_93 IPF Bemote: 17Z.Z%.1531_255
Source Port - 137 Bemote Port - 137
TCE Address : 0Ox0

LETD : OxdF

Trace Count : 54545746

CID : 0Ox%
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Comm Server IP & SNA Codes SHARE

EDUCATE » NETWORK » INFLUENCE

* Discard Reason Code

Discard Reason Code | Category

1 — 4095 OSA

4096 — 8191 Interface and IP layer
8192 — 12287 TCP layer

12288 — 20479 Reserved

* 4114 (IP_MAC_BRDCST): The MAC broadcast packet not accepted.
 Destination IP =172.29.191.255 ?

Copyright © 2017 Applied Expert Systems, Inc.
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Discarded Packets - continued SH./\RE

* The drop reason code 4114 usually indicates that the packet has a

non-broac
(the broac

be causec

cast destination IP address and a broadcast media header
cast indicator is on in the media header). This is likely to
by an invalid locally administered MAC address.

* netbios-ns
NetBIOS Name Service (over UDP port 137)
Similar to DNS
Name Query request

46
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FTP — Lost SYN Packet

Traces ‘ Query Buiider  Packet Summary ‘ ‘ |

SH/.RE

EDUCATE » NETWORK » INFLUENCE

Packet Summary
; D Tmestam  ao LocalP Rt P Protocol | Wessages Local Port Rt Port m& m&r ;"i‘r_c_';d”w

1 02:35:10:5649 GNT 78 137724345 137.72.43.255 Uop 137 137

2 02:35:11:2518 GMT| 1500 1377243207 1377243142 TCP ACK :telnet: tn3270e data header telinet 1215 424249748 | 42068490958 | 32750

3 (02:35:11:2688 GMT 136 1377243207 1377243142 TCP ACK P3H : feinet : 56 bytes of teinet data.. telinet 1215 424251208 | 4206545958 | 32780

4 02:35:11:2712 GNT 40 1377243142 1377243200 TCP ACK 1215 telnet | 4208849098 | 424251304 |B3T48

5 02:35:11:2T13 GNT 40 1377243142 1377243207 TCP ACK 1215 telnet | 4208845958 | 424251304 | 64240

6 0235112775 GNT 78 137724345 1377243255 upp 137 137

7 02:35:11:8238 GNT 71 1377243207 1377243207 uop SNMP : Community - public(v1} : pdu - 14280 znmp ctrl

8 02:35:11:6245 GMT 56 1377243207 1377243207 ICHP Destination Unreachable : Port unreachable 0 0

9 02:35:12:0734 GNT &2 1377243142 1377243207 TCP ACK PSH : telnet : in3270e data header 1215 telnet | 4208249908 | 424251304 | 64240

10 02:35:12:0791 GMT 40 1377243207 1377243142 TCP ACK P3H telinet 1213 424251304 | 4206850008 | 32780

1" 0235127799 GMT| 1433 1377243143 |137.72.43.255 Uop 6646 6646

12 02352 TB13GMT| 1453 1377243142 1377243255 upp 6646 6646

13 02:35:13:7644 GMT 52 1377243137 1377243207 TCP SYN 10432 ftp control | 1257181311 |0 65535

14 02:35:13:7850 GMT 48 1377243207 | 1377243137 TCP ACK SYN ftp contral 10432 (452077185 | 1257181312 | 32788

15 (2:35:13:7659 GMT 40 1377243137 1377243207 TCP ACK 10432 fip control | 1257181312 | 452077196 | 64240

16 (02:35:13:8888 GMT 114 1377243207 377243137 TCP ACKP3H : fip reply code 220 fip control 10432 (452077186 | 1257181312 | 32788

17 023313314 GMT| 1453 1377243108 1377243255 uop 6546 G646

18 (12:35:14:0430 GMT 40 1377243437 377243207 TCP ACK 10432 fip control | 1257181312 | 452077270 | 64221

13 (2:35:14:0435 GNT 74 1377243207 377243137 TCP ACK PSH : fip reply code 220 fip contrel 10432 (452077270 |1257181312 | 32788

20 (02:35:14:2617 GNMT 40 1377243137 1377243207 TCP ACK 10432 fip control | 1257181312 | 432077304 | 64213

21 02:35:14:3524 GNT 71 1377243207 | 1377243200 Uop SHMP : Community - public{v1} : pdu - GetRequest 14278 znmp cirl

22 02:35:14:3531 GMT 56 1377243207 1377243207 ICHP Destination Unreachable : Port unreachable 0 0

23 (02:35:16:75580 GMT 71 1377243207 1377243207 upp SNMP : Community - public(v1} - pdu - 14282 znmp ctrl

24 02:35:16:7567 GMT 56 1377243207 | 1377243200 ICKP Destination Unreachable : Port unreachable 0 ]

25 (02:35:18:16581 GMT t4 1377243137 1377243207 TCP ACKPSH : ftp command USER 10432 fip control | 1257181312 | 452077204 | 64213
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FTP Analysis — zoom in on FTP ports: Control connection vs. Data connection SH RE

EDUCATE » NETWORK » INFLUENCE
Traces l Query Builder Packet Summary ‘ l l l l
Packet Summary
D Timestamp Dﬁé?_f:m Local P Rmt. 1P Protocol | Messages Local Port | Rmt. Port Nﬁser h,lc:JCn:{t.:-er ;‘22”””
13 02:35:13.7544 GNT 52 13772843137 137.72.43.207 TCP SYN 10432 ftp control 1257181311 |0 65535
14 02:35:13.7650 GMT 48 137.72.43.207 1377243137 TCP ACK SYN ftp control 10432 |452077185 |1257181312 [ 32768
15 02:35:13:7659 GMT 41 1377243137 1377243207 TCP ACK 10432 fip control | 1257181312 452077155 |64240
16 02:35:13.8898 GMT 114 137.72.43.207 1377243137 TCP ACK PSH : fip reply code 220 ftp control 10432 (452077188 1257181312 [ 32768
18 02:35:14:0430 GNT 41 1377243137 1377243207 TCP ACK 10432 fip control | 1257181312 | 452077270 |64221
19 02:35:14:0435 GNT 74 1377243207 1377243137 TCP ACK PSH : fip reply code 220 ftp control 10432 | 452077270 | 1257181312 | 32768
20 02:35:14:2817 GNT 40 1377243137 1377243207 TCP ACK 10432 ftp contrel [ 1257181312 | 452077304 |54213
25 02:35:18:16881 GNT S4 1377243137 1377243207 TCP ACK PSH : ftp command USER 10432 ftp contrel [ 1257181312 | 452077304 |54213
26 02:35:18:1790 GMT &7 137.72.42.207 1377243137 TCP ACK PSH : ftp reply code 331 ftp control 10432 452077304 | 1257181325 | 32754
27 02:35:18:3073 GMT 40 137.72.43.137 137.72.43.207 TCP ACK 10432 ftp contrel 1257181325 | 452077331 | 54206
33 02:35:20:5157 GNT 55 1377243137 137.72.43.207 TCP ACK PSH : ftp command PASS 10432 ftp control (1257181325 | 452077331 | 54206
34 02:35:20:8732 GNT 40 1377243207 1377243137 TCP ACK PSH ftp control 10432 452077331 | 1257181341 | 32753
36 02:35:21:3541 GNMT 1M 137.72.43.207 1377243137 TCP ACK PSH : fip reply code 230 ftp control 10432 | 452077331 | 1257181341 (32753
37 02:35:21:4798 GMT 41 1377243137 1377243207 TCP ACK 10432 fip control | 1257181341 452077352 (64131
41 02:35:23:5899 GNT 43 1377243137 1377243207 TCP ACKPSH : ftp command TYPE 10432 fip control | 1257181341 452077352 (64131
42 02:35:23:5935 GNT 83 1377243207 1377243137 TCP ACK PSH : fip reply code 200 ftp control 10432 | 452077382 [12571812349 [ 32780
43 02:35:23.7760 GNMT 41 1377243137 1377243207 TCP ACK 10432 fip control | 12571813459 | 452077435 64180
61 02:35:29:5343 GNT &7 1377243137 1377243207 TCP ACK PSH : ftp command PORT I 10432 ftp contrel 1257181345 | 452077435 |54180
B2 02:35:28:5379 GMT[® &2 1377242207 1377243137 TCP ACK PSH : ftp reply code 200 ftp control 10432 452077435 | 1257181378 | 32741
65 0:2:35:30:3858 GMT 82 137.72.42.207 1377243137 TCP ACK PSH : ftp reply code 200 ftp control 10432 452077435 | 1257181375 | 32741
68 02:35:32.1407 GNT g2 137.72.43.207 1377243137 TCP ACK PSH : ftp reply code 200 ftp control 10432 452077435 | 1257181378 | 32741
74 02:35:35:5118 GNT 82 137.72.43.207 1377243137 TCP ACK PSH : ftp reply code 200 ftp control 10432 452077435 | 1257181378 | 32741
73 02:35:42:2300 GNT g2 1377243207 1377243137 TCP ACK PSH : ftp reply code 200 ftp control 10432 452077435 | 1257181378 | 32741
] 02:35:55:6398 GMT 62 137.72.43.207 1377243137 TCP ACK PSH : fip reply code 200 ftp control 10432 | 452077435 1257181378 [ 32741
166 02:36:227005 GMT 62 137.72.43.207 1377243137 TCP ACK PSH : fip reply code 200 ftp control 10432 | 452077435 1257181378 [ 32741
257 02:37:16:9704 GNMT 62 1377243207 1377243137 TCP ACK PSH : fip reply code 200 ftp control 10432 | 452077435 1257181376 [ 32741
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FTP Analysis - PORT command SHARE

. ELLICATE » NETWORK » INFLUENCE
Traces | Query Builder | Packet Sumrmmary Packet Detail= | | |

Packet Details

Packet Details Hex Decode
Packet Details

Packet ID - <1
Time = Z2/,28/7200% 0Z2:35:2393:5343 CGMT
CTE Format Ii@: IPv4yse Packet Trace (PTHIAFkt) (4)

ETHDR T Headerx

Device Tyvpe 1 Ethernet
Link Hame - ETH1
Flaegs : Record Size adjust by +1
IF packet was receiwved
TP Packet Length :: €7 bytces
IP Scurce: 137_7Z_43_137 IF Remocte: 137_7Z_43_2Z07
Source Port - 10432 Remote Port - Z1
ICE ARddress : 0O0x0
LESTD : Ox35
Trace Count = 1391128
IF Versiocn 4
Source z 12T7.T72_.42_1327 Remote = 127 .TZ2.42_207
BProtocol - TCPE
Detagram Length &7
Flags : Don't Fragment Fragment Offset = O
TCPEF Heasder Info
Source Port - 104322 Remote Port - Z1 f£ftp control
Seg. Humkbker =z 1257151343 Dok, Mumkber : 452077435
Window =z <4120 Flags : &ACE EBSH
FTE D=tz
Command = PBPORT
EFarameters 137,722,423, 137,.40,19c
Copyright © 2017 Applied Expert Systems, Inc.
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FTP Analysis — PORT command continued SH/LRE

Active FTP

Server initiates the data connection

PORT command contains the data connection listening port
PORT 137,72,43,137,40,196

Specifies that the FTP Server will initiate the data connection

Client’'s IP Address: 137.72.43.137

Client’s Port: 40 * 256 + 196 = 10436

Expect to see a SYN packet:
from server (137.72.43.207, port 20)
to client (137.72.43.137, port 10436)

Copyright © 2017 Applied Expert Systems, Inc.
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FTP Analysis — check the corresponding Sniffer trace SH RE

EDUCATE » NETWORK » |
Traces l Query Buider Packet Summary ‘ l l l l
Packet Summary
D Timestamp Dﬂé?f:m Local P At IP Protocol | Messages LocalPort Rt Port ;ﬁber rjﬂtﬁer ;‘22”””
10 02:42:00:5115 GMT 52 1377243137 [137.72.43.207 TCP SN 10432 ftp control | 1257181311 |0 65535
11 02:42:00:5130 GMT 48 1377243207 [137.72.43137 TCP ACK SN ftp control 10432 (452077185 | 1257181312 | 32788
12 02:42:00:5130 GMT 40 1377243137 [137.72.43.207 TCP ALK 10432 ftp control (1257181312 | 452077196 | 64240
13 02:42:00:6380 GMT 114 1377243207 [137.72.43137 TCP ACKPSH : ftp reply code 220 ftp control 10432 452077188 | 1257181312 32768
14 02:42:00:7888 GMT 40[} 1377243137 [137.72.43.207 TCP ALK 10432 ftp control 1257181312 | 452077270 | 64221
15 02:42:00:7916 GMT 74 % |137.72.43207 137.72.43.137 TCP ACK PSH : ftp reply code 220 ftp control 10432 452077270 | 1257181312 | 32768
16 02:42:01:0073 GNT 40 1377243137 [137.72.43.207 TCP ALK 10432 ftp control | 1257181312 | 452077304 |G4213
17 0242043128 GNT 24 1377243137 [137.72.43.207 TCP ACKPSH : ftp command USER 10432 ftp control | 1257181312 | 452077304 |G4213
18 02:42:04:8278 GNT &7 1377243207 [137.7243137 TCP ACK PSH : ftp reply code 331 ftp control 10432 (452077304 | 1257181328 | 32754
19 02:42:05:0542 GNT 40 1377243137 [137.72.43.207 TCP ALK 10432 ftp control | 1257181326 | 452077331 | 64208
20 02:42:07.3807 GNT 35 1377243137 [137.72.43207 TCP ACK PSH : ftp command PASS 10432 ftp control | 1257181326 | 452077331 |64208
21 02:42:07:6218 GNT 40 1377243207 [137.72.43137 TCP ACK PSH ftp control 10432 [452077331 | 1257181341 | 32753
22 02:42:08: 1125 GMT 1M 1377243207 [137.72.43137 TCP ACK PSH : ftp reply code 230 ftp control 10432 (452077331 | 1257181341 32753
23 02:42:08:2261 GMT 40 1377243137 [137.72.43.207 TCP ALK 10432 ftp control 1257181341 | 452077352 | 84191
24 02:42:10:3368 GMT 48 1377243137 [137.72.43.207 TCP ACKPSH : ftp command TY'PE 10432 ftp control | 1257181341 | 452077352 | 64191
25 02:42:10:34158 GMT 83 1377243207 137.72.43.137 TCP ACK PSH : ftp reply code 200 ftp control 10432 452077392 | 1257181348 | 32760
28 02:42:10:5229 GNT 40 1377243137 [137.72.43.207 TCP ALK 10432 ftp control | 1257181349 | 452077435 | 64180
30 0242182812 GNT &7 1377243137 [137.72.43.207 TCP ACK P3H : ftp command PORT '0432 ftp control | 1257181348 | 452077435 | 64180
H 02:42:16:2865 GMT g2 1377243207 [137.7243137 TCP ACK PSH : fip reply code 200 ftp control 10432 [452077435 | 1257181378 | 32741
Copyright © 2017 Applied Expert Systems, Inc.
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FTP Analysis SH.ARE

EDUCATE » NETWORK » INFLUENCE

Sniffer trace shows the PORT command was sent to the server
but there was no SYN packet coming in — SYN packet was “lost”

Might be related to firewall issues - check firewall setting,
FTP.DATA and TCP PROFILE settings.

Passive FTP:

Client initiates the data connection.

Check the reply to the PASV command to determine the IP
address and Port number of the server for the data connection.

Copyright © 2017 Applied Expert Systems, Inc.
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FTP Analysis — a Good PASV SH./ARE

EDUCATE » NETWORK » INFLUENCE

Traces | Query Buider  Packet Summary | F'an:ketDetaiks' Sequence of Execution | Response Time | Exce g |
~ Packet Summary
Datagram 5. Ack. Window A
D Timestamp SR Local IP Rmt. P Protocol | Mezzages LocalPort | Rmt. Port Numbe Number Sie —

730 0242182097 GNT) 48 1377243937 (1377283207 TCP |ACKPSH : ftp command TvPE 21157 | fipcontrol | 3883430847 | 617330248 |64154
731 0242182136 GMT) 83 17243207 137283145 TCP |ACKPSH : fip reply code 200 fipcontrol | 21157 |617330243 | 3883430855 32780
732 0242182142 GIT) 48 1377243137 (1377283207 TCP |ACKPSH : fip command PASY 21157 | fip control | 3883430835 | 617330291 |64143
733 0242182207 GMT) 88 1377243207 13728315 TCP |ACKPSH : fip reply code 227 fipcontrol | 21157 |B17330291 | 3883430961 (32762
734 0242182223 GIT) 48 1377243937 (1377283207 TCP |ACKPSH : ftp command LIST 21157 | fip control | 3883430861 [617330340 | 64131
735 0242162234 GNT[ 52 1377243137 (1377283207 TCP [SYN 21158 J679 | 3534575276 |0 65535
736 024216:2331 GNT[ 48 1377243207 (1377283137 TCP  [ACKSYN 3679 21158  |617396255 3534575277 32760
3 024218231 GNT| 40 1377243137 1377283207 TCP ALK 21158 JB79 | 3534575277 617396255 | 84240
1
1
1
1
1
1

738 0242182798 GNT) &1 1377243207 (137724345 TCP |ACKPSH : fip reply code 123 fipcontrol | 21157 |617330340 | 3883430967 32762
738 0242184079 GNT) 40 1377243137 1377283207 TCP ALK 21157 | fip control | 3883430867 | 617330381 |84126
740 0242154485 GNT) 1300 |137.7243207 1377243137 TCP ALK 3679 21138 (817386236 | 3534375277 32768
741 1242164467 GNT| 1457 1377243207 1377243197 TCP [ACKPEH 379 21158 |B1T38TT16 | 3534575277 | 32763
742 I]j,{}l G4456 GNT| 40 1377243137 1377243207 TCP ALK 21158 3679 | 3534575277 617399133 83520
743 0242164488 GNT| 40 17243037 (17243207 TCP ALK 21158 379 | 3534575277 |617393133 | 64240

765 patunan) o Jona Junew | T Jak | 2% | %7 [ssrsm et sa |

02.42.16:4524 GNT 17243207 (3T 724303 617383134 3534575273 | 32763
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FTP Analysis — PASV Reply SH/LR

DUCATE » NET\ LUENGE
Traces l Query Builder l Packet Summary  Packet Detailz l l l
Facket Details
Packet Detailz Hex Decode
[:\‘%ﬂcket Details
Packet ID : 733
Time : 3/3/200% 0Z2:4Z2:1€:2207 GEMT
Header
Source Mac : 00:10:Co:DF:BA:CF Remote Mac : 00:13:Z0:D5:77:94
ETHERTYEE : IPF (0x300)
IP Version 4
Source : 137.72.43_207 Femote : 137.72.43.137
Protocol : TCPE
Detagram Length : 23
Flags - Fragment Offset z 0
TCE Header Info
Source Port : Z1 ftp control Eemote Port : 21157 . .
Seg. Wumber - £17330231 ZLek. WNumber - 3833430361 Client will connect to the Server Port
findew - 32762 Flags : ACK PSH 3679 for data connection:
FTE Deta Server |IP = 137.72.43.207
Reply Code :z| 227 (Entering Passive Mode) Server Port = 14 * 256 + 95 = 3679
Message : Entering Passive HMode (137,72Z,43,Z207,14,35)
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FTP Analysis — a Falled PASV ~ SHARE

13:52:57:2535 C5T

207.33.247 67

192 233.80.108

1539

22807

B|&

13:53:03:2785 C5T

&|&

207.33.247 67

192 233.80.108

3|3

1539

22807
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D Timestamp Size Local IP Rmt. IP Protocol Meszages Local Port Rmt. Port YUCATE » NETWORK » INELUENCE
12 13:52:08:3181 CST 40 192.233.80.108 |207.33.247 67 TCP ACK ftp control 1538

13 13:52:08:3421 CST 115 192.233.80.108 |207.33.247 67 TCP ACK PSH : fip reply code 230 ftp control 1538

14 13:52:08:4624 CST| 1465  [19223380.108 |207.33.24787 TCP ACK : ftp reply code 230 ftp control 1538

15 13:52:08:4625 CST 40 2073324767  [192.233.80.108 TCP ACK 1538 fip control

16 13:52:08:4683 CST 115 192.233.80.108 | 207.33.247 67 TCP ACK PSH : fip reply code 230 ftp control 1538

17 13:52:08:5512 CST| 1465  [19223380.108 |207.33.24767 TCP ACK : fip reply code 230 ftp control 1538

18 13:52:08:5514 CST 40 2073324767 |192.233.80.108 TCP ACK 1538 fip control

19 13:52:08:5570 CST 115 192.233.80.108 | 207.33.247 67 TCP ACK PSH : fip reply code 230 ftp control 1538

20 13:52:08:7234 CST 40 2073324767 |192.233.30.108 TCP ALK 1538 fip control

21 13:52:08:8335 C5T| 964 192.233.80.108 | 207.33.247 .67 TCP ACK PSH : fip reply code 230 ftp control 1533

22 13:52:08:8353 CST 43 2073324767  [192.233.80.108 TCP ACK PSH : ftp command REST 1538 fip control

23 13:52:08:8960 CST 107 192.233.80.108 |207.33.247 67 TCP ACK PSH : fip reply code 350 ftp control 1538

24 13:52:08:8971 CST 45 2073324767  [192.233.80.108 TCP ACK PSH : fip command SYST 1538 fip control

25 13:52:08:9561 CST 59 192.233.80.108 |207.33.247 67 TCP ACK PSH : fip reply code 215 ftp control 1538

26 13:52:08:9506 CST 45 2073324767 |192.233.80.108 TCP ACK PSH : fip command FWD 1538 fip control

27 13:52:09:0190 CST 71 192.233.80.108 | 207.33.247 67 TCP ACK PSH : fip reply code 257 ftp control 1538

28 13:52:09:0200 CST 46 207.33.24767 | 192.233.80.108 TCP ACK PSH : ftp command PASY 1538 fip control ~ Message : Entering Passive Mode
29 13:52:09:1183 CST 40 192233.80.108 |207.33.247.67 TCP | ACK ftp control 1538 (192,233,80,108,89,23).
30 13:52:08:1385 CST 90 192.233.80.108 | 207.33.247 67 TCP ACK PSH : ftp reply code 227 ftp control 1538 89x256 + 23 = 22807

31 13:52:09:1460 C5T 48 2073324767 |192.233.80.108 TCP SN 1538 22807

32 13:52:09:3234 CST 40 2073324767  [192.233.80.108 TCP ACK 1538 fip control

33 13:52:12:1284 CST 45 2073324767 [192.233.80.108 TCP YN 1539 22807

34 13:52:18:1635 CST 45 2073324767 [192.233.80.108 TCP YN 1539 22807

35 13:52:30:2134 CST 45 2073324767 [192.233.80.108 TCP YN 1539 22807

36 13:52:54:7620 CST 45 2073324767 |192.233.80.108 TCP YN 1539 22807

38 13:52:54:3481 CST 40 192.233.80.108 |207.33.247 67 TCP ALK ftp control 1538

39 13:52:54:3528 CST 77 192.233.80.108 | 207.33.247 67 TCP ACK PSH : fip reply code 221 ftp control 1538
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Proactively Monitoring for FTP Server Logon Failures

SH.ARE

EDUCATE » NETWORK » INFLUENCE

CleverView® for TCP/IP

€ SysPoint #% Connect Expert % StackView £7 LinkView 3% Critical Resources 2, PinPoint
Fip Server Logon Failure February 1, 2016 1:35:33 AM
°© o
1.000 1tems found. displaying 1 to 25 [First/Prev] 1. 2. 3. 4. 5. 6. 7. 8 [Next/Last)]
Host Mame | TCP/IP Stack FTP Server Date | Time ‘ Remote IP |Hemote pon| Local IP |Loca| port| UserlD | Reason
S0W1 TCPIP FTPSERVE 01/06/2016 11:08:34 91.105.156.55 2297 192.86.33.190 21 USER User ID is unknown
S0wW1 TCPIP FTPSERVE 01/10/2016 04:24:05 180.94.81.187 50454 192.86.33.190 21 ROOT User ID is unknown
S0wW1 TCPIP FTPSERVE 01/11/2016 02:36:23 5.76.19.233 30781 192.86.33.190 21 LOCAL User ID is unknown
SOwW1 TCPIP FTPSERVE 01/12/2016 10:34:32 1.39.28.149 52402 192.86.33.190 21 SYSTEM User ID is unknown
SOwW1 TCPIP FTPSERVE 01/12/2016 21:14:21 195.154.13.146 58017 192.86.33.190 21 ANONYMOU  User ID is unknown
SowW1 TCPIP FTPSERVE 01/13/2016 02:06:04 2.132.82.205 205389 192.86.33.190 21 ADMIN User ID is unknown
S0W1 TCPIP FTPSERVE 01/15/2016 09:13:16 31.211.102.129 47000 192.86.33.190 21 ANOMNYMOU  User ID is unknown
S0W1 TCPIP FTPSERVE 01/15/2016 10:38:51 202.131.239.130 57770 192.86.33.190 21 SYSTEM User ID is unknown
S0W1 TCPIP FTPSERVE 01/20/2016 11:46:40 195.154.13.146 38020 192.86.33.190 21 ANONYMOU  User ID is unknown
S0W1 TCPIP FTPSERVE 01/23/2016 12:40:40 171.48.30.0 28896 192.86.33.190 21 FTP User ID is unknown
S0wW1 TCPIP FTPSERVE 01/24/2016 05:35:14 182.19.14.1 53736 192.86.33.190 21 LOGIN User ID is unknown
S0wW1 TCPIP FTPSERVE 01/27/2016 06:52:03 14.102.105.178 64114 192.86.33.190 21 USER User ID is unknown
Sow1 TCPIP FTPSERVE 01/29/2016 03:42:16 58.215.229.94 24902 192.86.33.190 21 ADMINIST  Session terminated before password is entered
SowW1 TCPIP FTPSERVE 01/29/2016 03:42:16 58.215.229.94 24992 192.86.33.190 21 ADMINIST  User ID is unknown
Copyright © 2017 Applied Expert Systems, Inc.
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FTP Brute Force Attack SH L’,\;RE

il CleverView® forcTrace Analysis § EDUCATE » NETWORK * INFLUENCE
File Help

HEz80B«>QRIE®?

J ¥, Traffic Errors 575 Session Errors () Resp. Time Thresh. $¢ Application Errors @ INIT Packets @ TERM Packets INIT Errors ~~ TERM Errors

Traces I Query Builder Packet Summary l Session Summary | Packet Details I

| |
rPacke'l S Y

E Ack. Window
Number Number Size

) »

67.161.39.46 ACK i : 3093229814 | 2090751063 | 17520
ACK PSH - fip reply code 220 3090751063 | 3093229814 | 65535

[16:21:32:0474 cT| |69.181.135.56  |67.16139.46 | TCP  |ACK T 1288 | |06814162 | 2147941735

26

27 16:21:32:0478 CST 87 67.161.39.46 69.181.135.56 TCP ACK PSH : fip reply code 220 ftp control 1288 2147941735 | 606814162 [65535

28 16:21:32:0614 CST 40 69.181.135.56 67.161.39.46 NON IP

29 16:21:32:0817 CST 87 67.161.39.46 69.181.135.56 TCP ACK PSH : fip reply code 220 ftp control 1291 573343985 |4028165622 | 65535

30 16:21:32:0850 CST 40 69.181.135.56 67.161.39.46 EMCON

31 16:21:32:0854 CST 87 67.161.39.46 69.181.135.56 ERROR

32 16:21:32:0903 CST 40 69.181.135.56 67.161.39.46 UDP 20496 17520

33 16:21:32:0907 CST 87 67.161.39.46 69.181.135.56 TCP ACK PSH : fip reply code 220 ftp control 1297 2638101645 | 1806621894 | 65535 =

Copyright © 2017 Applied Expert Systems, Inc.
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File

Help

FTP Brute Force Attack — zoom in on FTP Control Sessions

SARE

TE » NETWORK » INFLUENCE

HEr80B+=>2 Q2 3MBaT

|
I

%5 Traffic Errors 5.5 Session Errors @) Resp. Time Thresh. ¢ Application Errors @ INIT Packets @ TERM Packets INIT Errors TERM Errors
Traces I Query Buﬂder] Packet Summary Session Summary I Packet Details I Sequence of Execution
[ Session Summary
Datagrams | Datagrams | Avg. -
sD Start Time End Time (:f;fned;m (hie:r:g'"ﬁﬁ) g:‘:;’:!;’g Local P Local Port | Rmt. IP Rmt. Port | o (Bgtes) i (gytes) : Datagfam 3
1 16:21:36:3820 CST 16:21:52:6847 CST  00:00:16:3027 00:00:16:3027 00:00:00:0000 69.181.135.56 20500 67.161.39.46 0 0 4 40 3
2 16:21:31:9531 CST 16:21:31:9799 CST  00:00:00:0268 00:00:00:0261 00:00:00:0007 69.181.135.56 1285 67.161.39.46 ftp control 2 3 526 [
3 16:21:31:9656 CST 16:21:32:2567 CST  00:00:00:2911 00:00:00:2801 00:00:00:0110  69.181.135.56 1288 67.161.39.46 ftp control 4 4 585
4 16:21:31:9706 CST 16:21:32:2723 CST  00:00:00:3017 00:00:00:2949 00:00:00:0068 69.181.135.56 1291 67.161.39.46 ftp control 4 3 61.14
5 16:21:31:9844 CST 16:21:32:2892 CST  00:00:00:3048 00:00:00:3046 00:00:00:0002 69.181.135.56 1294 67.161.39.46 ftp control 3 3 56.83
6 16:21:31:9895 CST 16:21:32:4115CST  00:00:00:4220 00:00:00:4110 00:00:00:0110  69.181.135.56 1297 67.161.39.46 ftp control 4 4 58.5
7 16:21:31:9987 CST 16:21:32:3050 CST  00:00:00:3063 00:00:00:2992 00:00:00:0071  69.181.135.56 1300 67.161.39.46 ftp control 4 4 585
8 16:21:32:0035 CST 16:21:32:4359 CST  00:00:00:4324 00:00:00:4302 00:00:00:0022 69.181.135.56 1303 67.161.39.46 ftp control 4 5 56.44
9 16:21:32:0131 CST 16:21:32:4451 CST ~ 00:00:00:4320 00:00:00:4309 00:00:00:0011  69.181.135.56 1306 67.161.39.46 ftp control 4 5 56.44
10 16:21:32:0179 CST 16:21:32:4595 CST  00:00:00:4416 00:00:00:4414 00:00:00:0002 69.181.135.56 1309 67.161.39.46 ftp control 4 4 58.5
1 16:21:32:0278 CST 16:21:32:3300 CST  00:00:00:3022 00:00:00:3016 00:00:00:0006 69.181.135.56 1312 67.161.39.46 ftp control 4 4 585
12 16:21:32:0324 CST 16:21:32:3420 CST  00:00:00:3096 00:00:00:3073 00:00:00:0023 69.181.135.56 1315 67.161.39.46 ftp control 4 4 58.5
13 16:21:32:3588 CST 16:21:32:7287 CST  00:00:00:3699 00:00:00:2995 00:00:00:0704  69.181.135.56 1318 67.161.39.46 ftp control 4 4 58.5
14 16:21:32:3827 CST 16:21:32:7340 CST  00:00:00:3513 00:00:00:2985 00:00:00:0528  69.181.135.56 1321 67.161.39.46 ftp control 3 4 56
15 16:21:32:4068 CST 16:21:35:1573 CST  00:00:02:7505 00:00:02:7368 00:00:00:0137  69.181.135.56 1324 67.161.39.46 ftp control 5 3 63
16 16:21:32:4163 CST 16:21:32:7428 CST  00:00:00:3265 00:00:00:2993 00:00:00:0272 69.181.135.56 1327 67.161.39.46 ftp control 4 4 58.5
17 16:21:32:4307 CST 16:21:32:8484 CST  00:00:00:4177 00:00:00:4175 00:00:00:0002 69.181.135.56 1330 67.161.39.46 ftp control 4 4 585
18 16:21:32:4403 CST 16:21:32:7526 CST ~ 00:00:00:3123 00:00:00:3121 00:00:00:0002 69.181.135.56 1333 67.161.39.46 ftp control 4 3 61.14
19 16:21:32:4499 CST 16:21:32:7616 CST  00:00:00:3117 00:00:00:2948 00:00:00:0169  69.181.135.56 1336 67.161.39.46 ftp control 4 4 585
20 16:21:32:4643 CST 16:21:32:7634 CST  00:00:00:2991 00:00:00:2895 00:00:00:0096 69.181.135.56 1339 67.161.39.46 ftp control 4 4 58.5
21 16:21:32:4739 CST 16:21:32:8869 CST  00:00:00:4130 00:00:00:4081 00:00:00:0043 69.181.135.56 1342 67.161.39.46 ftp control 4 5 56.44
22 16:21:32:4839 CST 16:21:32:7733 CST  00:00:00:2894 00:00:00:2892 00:00:00:0002 69.181.135.56 1345 67.161.39.46 ftp control 4 3 61.14
23 16:21:32:8245 CST 16:21:33:1533 CST  00:00:00:3288 00:00:00:2679 00:00:00:0609  69.181.135.56 1348 67.161.39.46 ftp control 4 4 58.5
24 16:21:32:8339 CST 16:21:33:1585 CST ~ 00:00:00:3246 00:00:00:3245 00:00:00:0001 69.181.135.56 1351 67.161.39.46 ftp control 4 3 61.14
25 16:21:32:8441 CST 16:21:33:2589 CST  00:00:00:4148 00:00:00:3630 00:00:00:0518  69.181.135.56 1354 67.161.39.46 ftp control 4 4 57.12
26 16:21:32:8531 CST 16:21:33:1693 CST  00:00:00:3162 00:00:00:2694 00:00:00:0468  69.181.135.56 1357 67.161.39.46 ftp control 4 4 58.5
27 16:21:32:8627 CST 16:21:33:1726 CST  00:00:00:3099 00:00:00:3099 00:00:00:0000 69.181.135.56 1360 67.161.39.46 ftp control 4 3 61.14
28 16:21:32:8723 CST 16:21:33:2874 CST  00:00:00:4151 00:00:00:3764 00:00:00:0387 69.181.135.56 1363 67.161.39.46 ftp control 4 5 56.44
29 16:21:32:8819 CST 16:21:33:1819 CST  00:00:00:3000 00:00:00:3000 00:00:00:0000 69.181.135.56 1366 67.161.39.46 ftp control 4 3 61.14
30 16:21:32:8931 CST 16:21:33:1869 CST  00:00:00:2938 00:00:00:2638 00:00:00:0300 69.181.135.56 1369 67.161.39.46 ftp control 4 4 585
31 16:21:32:9011 CST 16:21:33:1915CST  00:00:00:2904 00:00:00:2904 00:00:00:0000 69.181.135.56 1372 67.161.39.46 ftp control 4 3 61.14
32 16:21:33:2454 CST 16:21:33:5756 CST  00:00:00:3302 00:00:00:3299 00:00:00:0003 69.181.135.56 1375 67.161.39.46 ftp control 4 3 61.14 =
':Q I 18:71:22-9C44 MCT 418:21-22-€2N2 FrCT nn-NN-NN-2287 n'r'\;nn-nn-'zm nn-nn-nn-nnnA4 £C 121 12€ €& 4272 £7 181 20 4R fn ~antral A 2 R1 14
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FTP Brute Force Attack — check FTP Commands and Replies SHLA.;RE

EDUCATE » NETWORK » INFLUENCE

B iy —

| J I3 Traffic Errors g-p Session Errors () Resp. Time Thresh. ﬁ( Application Errors @ INIT Packets @& TERM Packets INIT Errors TERM Errors

Traces | Query Builder I Packet Summary | Session Summary I Packet Details Sequence of Execution

' ~Seq. of Execution
Local IP:I 69.181.135.56 Remote IPi 67.161.39.46 Protocol{ TCP Sessions Count: 1

Data 3
D Timestamp (fms: 't’t'tt"’) sms | Messages LocalPort | Direction | Rmt. Port | ° : 5 ‘*‘I S‘:‘z':'““'
87 16:21:32:3588 CST| 00:00:00:0000 43 SYN 1318 B ftp control |1399143626 (0 16384
38 16:21:32:3589 CST| 00:00:00:0001 43 ACK SYN 1318 L ftp control |2602916262 | 1399143627 | 65535
116 16:21:32:4992 CST| 00:00:00:1403 40 ACK 1318 — ftp control |1399143627 | 2602916263 | 17520
125 16:21:32:5691 CST| 00:00:00:06S9 87 ACK PSH : ftp reply code 220 1318 < ftp control |2602916263 | 1399143627 | 65535
136 16:21:32:6275 CST :00: 51 ACK PSH : ftp command USER 1318 ftp control | 1399143627 [ 2602916310 | 17473

ACK PSH : fip reply cos - ftp cont 13991

ACK PSH : ftp command PASS ftp control

00:00:00:0002 ACK PSH : fip reply code 530 ftp control
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FTP Brute Force Attack — Check PASS Command Packet Details
i Cleveriews for cTroce Analysis

File  Help
2808 =2 Q

K5 Traffic Errors 5.7 Session Errors

N

UCATE » NETWORK » INFLUENCE

BT
Resp. Time Thresh. X Application Errors @ INIT Packets @ TERM Packets INIT Errors TERM Errors

Tracesl Query Builderl Packet Summaryl Session Summary Packet Details I Sequence of Execution

Packet Details
Packet Details Hex Decode

—Packet Details

Packet ID : 15¢
Time : 5/26/200€ 1€:21:32:7285 CST

Link Header :
Source Mac : 00:01:5C:22:A5:82 Remote Mac : 08:00:46:F4:32:09
ETHERTYPE : IP (0x800)

IP Version 4

Header Length : 20

Source : ©€9.181.135.5¢ Remote T ©7.1€1.39.4¢
Protocel : TCP

Datagram Length : 50

ID : 0x078B (1931)

Flags : Don't Fragment Fragment Offset : 0
Time to live : 127

Header checksum : OxBCSE

TCP Header Info

Source Port : 1318 1318 Remote Port : 21 ftp controel
Seqg. Number : 1355143638 Ack. Number : 2602516346
Window : 17437 Flags : ACK PSH

FTP Data

Command : PASS
Parameters : een
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TLS/SSL
https (Port 443), AT-TLS (appl. port) SH RE

« Transport Layer Security provides security for
communications over networks by encrypting the
segments at the transport layer end to end.

« TLS V1.0 (RFC 2246) is based on SSL V3.0.

* |t does not require the client and the server to arrange
for a secret key to be exchanged before the
transaction.

« Asymmetric keys (public/private) for handshaking
and secret key exchange.

« Secret key (symmetric) mechanism for
subsequent communication.
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TLS/SSL, AT-TLS — Secret Key (Symm8iH)\. RE

EDUCATE » NETWORK » INFLUENCE

plaintext'

sSymmetric key

ciphertext

.
q':liﬁ-r.‘.l
giﬂ i

Source: http://middleware.its.state.nc.us/middleware/Documentation/en_US/htm/csqzas00/csq01skc.gif
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TLS/SSL, AT-TLS — Public/Private Keys SH LA.\RE

EDUCATE » NETWORK » INFLUENCE

ASYMMETRIC ENCRYPTION

<7

KEY PAIR
WHAT IS ENCRYPTED CAN BE DECRYPTED
WITH ONE KEY WITH THE OTHER
PUBLIC PRIVATE Source:
http://www.teracomtraining.com/tutorials/teracom-
CAN BE DECRYPTED : WHAT IS ENCRYPTED tutorial-asymmetric-encryption.gif
WITH THE OTHER WITH ONE KEY
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TLS/SSL Basic Flow SH./\RE

Negotiate cipher suites and compression algorithms.

Authenticate the server (and optionally the client) through
certificates and public/private keys.

Server -> Client: The server uses its private key to encrypt and the
client uses the public key to decrypit.

Client -> Server: the client uses the public key to encrypt and the
server uses its private key to decrypt.

Exchange random numbers and a pre-master secret (all encrypted),
which is used with other data to create a shared secret key — the

Master Secret is used to encrypt/decrypt the data.
Copyright © 2017 Applied Expert Systems, Inc.
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TLS/SSL Handshake — Server Authentication SH/\RE

Client Server

Client Hello

>

Server Hello
Certificate
Server Done

Client Key Exchange
Change Cipher Spec

Finished
>

Change Cipher Spec
Finished

Copyright © 2017 Applied Expert Systems, |
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Hello

Highest SSL/TLS version supported
Ciphers and Compression Method
Session ID

Random data for key generation

Certificate:
Server Certificate — contains server’s
public key.

Client Key Exchange

Client generates the pre-master secret
and encrypt it with server’s public key.
Both the client and the server generate
the Master Secret key (symmetric) on
their own using the pre-master secret
and the random data that is generated
from the SERVER_HELLO and
CLIENT_HELLO commands.

Change Cipher Spec
Indicates that all subsequent data will be

" gncrypted.

icense. http://creativecommons.org/licenses/by-nc-nd/3.0/
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AT-TLS Flow SH/ARE

EDUCATE » NETWORK » INFLUENCE

Client Server
< SYN, SYN ACK, ACK N

TLS Handshake &
Change Cipher Spec

Normal Flow - Encrypted
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HTTPS (Port 443) SH./\RE

EDUCATE » NETWORK » INFLUENCE

CleverView® for cTrace Analysis Q@@

File  Help
BEF&0BE+> QR [T TP
K5 Traffic Errors 5.5 Session Bo ( <o Time Thresh. %€ Application Errors @ INIT Packets @ TERM Packets IIT Errors TERM

Tracesl Query Builder Packet Summary I

[~ Packet Summary

D Timestamp Da;?zg;am Local P Rt P Protocol | Messages LocalPort | Rmt. Port rf:rgber h’:ﬂ‘w ;ﬁ:dw 2
52 18:36:09:5954 EST 52 137.7243113  |161.11306 | e SYN 53755 https 373845382 |0 8192

53 18:36:09:6604 EST 52 161.113.06 137.72.43.113 TCP ACK SYN hitps 53755 3140938962 | 373845383 |4380

54 18:36:09:6606 EST 40 1377243113 161.113.06 TCP ACK 53755 hitps 373845383 |3140938963 |16588

55 18:36:09:6685 EST 238 137.72.43113 161.113.06 TCP TLS: Client Hello 53755 hitps 373845383 | 3140935963 | 16588

56 18:36:09:7484 EST 1316 161.113.06 1377243113 TCP TLS: Server Hello, Certificate https 53755 3140938963 | 373845581 (4380

57 18:36:09:7552 EST 1316 161.113.06 137.7243.113 TCP ACK https 53755 3140940239 | 373845581 |[4380

58 18:36:09:7552 EST 40 137.7243113 161.113.06 TCP ACK 53755 hitps 373845581 |3140941515 (16588

59 18:36:09:7622 EST 1316 161.113.06 137.72.43.113 TCP ACK https 53755 3140941515 | 373845581 [4380

60 18:36:09:7657 EST 733 161.113.06 137.7243.113 TCP TLS: Server Hello Done https 53755 3140942791 | 373845581 [4380

61 18:36:09:7658 EST 40 137.72.43.113 161.113.06 TCP ACK 53755 https 373845581 |3140943484 | 16588 -
62 18:36:09: 7718 EST 222 137.72.43113 16111306 TCP TLS: Client Key Exchange, Change Cipher Spec, 53755 https 373845581 |31409434384 | 16588

63 18:36:09:8372 EST 40 161.113.06 1377243113 TCP ACK hitps 53755 3140943454 | 373845763 [4760

64 18:36:09:8424 EST 83 16111306 137.72.43113 TCP TLS: Change Cipher Spec, Encrypted Data https 53755 31409434384 | 373845763 |4760

65 18:36:09:8437 EST 879 137.72.43.113 161.113.06 TCP TLS: Application 53755 hitps 373845763 | 3140943527 |16577

66 18:36:09:9180 EST 40 161.113.06 137.7243113 TCP ACK https 53755 3140943527 | 373846602 [5599

67 18:36:09:9508 EST 1316 16111306 1377243113 TCP TLS: Application hitps 53755 3140943527 | 373846602 [5599

68 18:36:09:9576 EST 1316 161.113.06 137.7243113 TCP TLS: Application https 53755 3140944803 | 373846602 [5599

69 18:36:09:9577 EST 40 137.7243.113 161.113.06 TCP ACK 53755 https 373846602 |3140946079 |16588

70 18:36:09:9645 EST 1316 161.113.06 137.7243.113 TCP TLS: Application https 53755 3140946079 | 373846602 [5599

7 18:36:09:9716 EST 1316 161.113.06 137.7243113 TCP TLS: Application hitps 53755 3140947355 | 373846602 [5599

72 18:36:09:9717 EST 40 1377243113 161.113.06 TCP ACK 53755 hitps 373846602 |3140948631 |16588

73 18:36:09:9787 EST 1316 16111306 137.7243.113 TCP TLS: Application https 53755 3140948631 | 373846602 [5599

74 18:36:09:9855 EST 1316 161.113.06 1377243113 TCP TLS: Application https 53755 3140949907 | 373846602 [5599

75 18:36:09:9856 EST 40 137.72.43113 161.113.06 TCP ACK 53755 hitps 373846602 |3140951183 |16588

76 18:36:09:9925 EST 1316 161.113.06 1377243113 TCP TLS: Application https 53755 3140951183 | 373846602 [5599
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. A
FTPS — FTP w/SSL Control Connection SH/\RE

EDUCATE » NETWORK » INFLUENCE

Client FTP Server
< SYN, SYN ACK, ACK N

AUTH TLS-P
(use TLS, also protect Data Connection) S

TLS Handshake &
Change Cipher Spec

Normal Flow — Encrypted
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AT-TLS - FTP w/SSL SH..\RE

BEERK » INFLUENCE

CleverView® for cTrace Analysis

File  Help
BEFE&g0BF > QRIHB P
K Traffic Errors o5 Sessic e . 8¢ application Errors @ INIT Packets @ TERM Packets
Traces I Query Builder Packet Summary I :
lFlrld connection INIT Err-jrsl
[~ Packet Summary

D Timestamp Da;?zgeram IPL ccal IE i Protocol | Messages AUTH TLS-P Local Port Rmt. Port Seq. Number ‘ '::J ‘::k.)er ;\; :dow &
105 23:13:41:9787 52 [10192 |10192] TP |sWN 7 4042 |  tfpcortrol  |3440233762 [0 |ess3s

106 23:113:41:9758 45 10192, [10.192 TCP ACK SYN I ftp control 4042 2371254549 | 3440233763 | 65535

107 23:13:41:9797 40 10192, |10192 TCP ACK I 4042 ftp control 3440233763 | 2371254550 | 32768

108 23:13:43:5468 117 10.192. |10.192 TCP ACK PSH : ftp reply code 220 I ftp control 4042 2371254550 | 3440233763 | 32768 T
109 23:13:43:7276 40 10192, |10.192 TCP ACK I 4042 ftp control 3440233763 | 2371254627 | 32748

110 23:13:43:7278 196 10192, |10.192 TCP ACKPSH : ftpreply code 220 I ftp control 4042 2371254627 | 3440233763 | 32768

111 23:13:43:7342 52 10192, |10.192 TCP ACK PSH : ftp command AUTH |4 4042 ftp control 3440233763 | 2371254783 | 32709

112 23:13:43:7343 40 10192, |10192 TCP ACK PSH ftp control 4042 2371254783 | 3440233775 | 32767

113 23:13:45:7779 102 10192, |10.192 TCP ACK PSH : ftp reply code 234 ftp control 4042 2371254783 | 3440233775 | 32767

114 23:13:45:8833 152 10192, |10.192 TCP TLS: Client Hello A 4042 ftp control 3440233775 | 2371254845 | 32694

115 23:13:45:8834 40 10192, |10192 TCP ACK PSH \ ftp control 4042 2371254845 | 3440233887 | 32761

116 23:13:45:8850 1492 10192, |10.192 TCP TLS: Server Hello AN ftp control 4042 2371254845 | 3440233887 (32761

117 23:13:45:8850 1492 10192, |10.192 TCP ACK Client Hello ftp control 4042 2371256297 | 3440233887 | 32761

118 23:13:45:8850 375 10.192. |10.192 TCP ACK PSH ftp control 4042 2371257749 | 3440233887 | 32761

119 23:13:45:9375 40 10192, |10.192 TCP ACK 4042 ftp control 3440233887 |2371257749 |32768

120 23:13:45:9920 179 10192, |10.192 TCP TLS: Client Key Exchange 4042 ftp control 3440233887 |2371258084 | 32684

121 23:13:45:9921 40 10192, |10.192 TCP ACK PSH ftp control 4042 2371258084 | 3440234026 | 32759

122 23:13:45:9922 46 10192, |10.192 TCP TLS: Change Cipher Spec 4042 ftp control 3440234026 |2371258084 | 32684

123 23:13:45:9922 85 10192, 110192 TCP TLS: Encrypted Data 4042 ftp control 3440234032 |2371258084 | 32684

124 23:13:45:9922 40 10192, |10.192 TCP ACK PSH ftp control 4042 2371258084 | 3440234077 | 32756

125 23:13:46:0030 46 10192, |10.192 TCP TLS: Change Cipher Spec ftp control 4042 2371258084 | 3440234077 | 32756

126 23:13:46:0032 ) 10192, |10.192 TCP TLS: Encrypted Data ftp control 4042 2371258090 | 3440234077 | 32756

127 23:13:46:0035 40 10192, |10.192 TCP ACK 4042 ftp control 3440234077 | 2371258135 | 32671

128 23:13:46:0984 77 10192, |10192 TCP TLS: Application 4042 ftp control 3440234077 | 2371258135 | 32671

129 23:13:46:0986 40 10192, |10.192 TCP ACK PSH ftp control 4042 2371258135 | 3440234114 | 32765

| 1130 23:13:46:0991 109 10.192. 110192 TCP TLS: Application ftp control 4042 2371258135 |3440234114 | 32765 v
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TLS Header

SH.ARE

EDUCATE » NETWORK »
Offset Length Description Decimal Meaning
Value
0 1 Content Type 20 (0x14) Change Cipher Spec
21 (0x15) Alert
22 (0x16) Handshake
23 (0x17) Application
1 2 Version
1 1 Major Version 3
2 1 Minor Version 0 SSLv3
1 TLS1.0
2 TLS1.1
3 TLS 1.2
3 2 Length N The length of the Protocol Message
5 N Protocol Message
Copyright © 2017 Applied Expert Systems, Inc.
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TLS Alert Protocol (Content Type = 21)

Offset Length Description Decimal Value Meaning L o -
- - - AT E—INETY =i tNFLUENCE
5 1 Level of alert 1 Warning — connection or security may be unstable
2 Fatal — connection or security may be compromised, or an unrecoverable error has occurred.
Others Encrypted alert
6 1 Alert Description Type 0 Close notify
10 Unexpected message
20 Bad record MAC
21 Decryption failed
22 Record overflow
30 Decompression failure
40 Handshake fail
41 No certificate
42 Bad certificate
43 Unsupported certificate
44 Certificate revoked
45 Certificate expired
46 Certificate unknown
47 Illegal parameter
48 Unknown CA (Certificate Authority)
49 Access denied
50 Decode error
51 Decrypt error
60 Export restriction
70 Protocol version not supported
71 Insufficient security
80 Internal error
90 User cancelled
100 No renegotiation
110 Unsupported.extension 1 - a o ori
SOpyhght S Zo 7 ppitc
71
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Sample TLS/SSL Decoding SH./\RE

Hex Data:

EDUCATE » NET\ » INFLUENCE

16 03 01 010000BD 03014B 71 F169DA10 ...

Secure Socket Layer

TLSv1 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.0 (0x0301)

Length:

Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 189
Version: TLS 1.0 (0x0301)
Random

GMT Unix Time: Feb 9, 2010 15:

Random Bytes: DA10 .....
Session ID Length: 32

28 Random Bytes - to be used with
the premaster secret to generate
the symmetric key.

.0000000000

Session ID: 2D585DAEF198D9BB951DD9F58D7766465B88A493B98ACC3C...

Cipher Suites Length: 70
Cipher Suites (35 suites)

Cipher Suite: TLS_ECDHE_ECDSA WITH_AES 256 CBC SHA =~ —w

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

Cipher Suite: .......

Ciphers are listed in order of preference —
from the strongest to the weakest

Copyright © 2017 Applied Expert Systems, Inc.
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Sample Digital Certificate A
_ _ s RE

" TWORK » INFLUENCE

General | Details

General | Details

Certificate Hierarchy
This certificate has been verified for the following uses: aVeriSign Class 3 Public Primary Certification Authority - G5
551 Client Certificate aSymantec Class 3 Secure Server CA - G4

www.wellsfargo.com

5501 Server Certificate

Issued To Certificate Fields

Common Name (CN) Not After .

Organization (0] Wells Farge and Company Subject

Organizational Unit (OU) I5G-P5G +Subject Public Key Info

Serial Murmber 64:E6:EF:0E:61:58:6B: D0:ED:86:64:8F:2B:31:1 B:AD i--Subject Public Key Algorithm )

Issued By Subject's Public Key |E

Common Mame (CH) Symantec Class 3 Secure Server CA - G4 AExtensions

Organization (0] Symantec Corporation Certificate Subject Alt Name

Organizational Unit (OU) Symantec Trust Network E"Certiﬁcate Basic Constraints i

Period of Validity Field Value

Begins On Tuesday, October 20, 2015 Modulus (2048 bita): -

Expires On Monday, November 13, 2017 ad b 81 2e dé £1 d5 49 &c 38 cO 47 Ob S5c 19 1d L
£0 al 75 70 3c de 9= 84 ba 62 32 35 42 9b £7 31 3

Fingerprirrls 9f 9 02 00 e0 00 ca bf 8f dé ef b3 5c df 3b 3f

. . 29 0d dc b3 94 40 &8e a% a7 a6 06 74 af 9 33 5b
SHA-256 Fingerprint BB:22:74:1F:4F:32:55:53:D6:DE:CB212:8C:A6:51:8F: 16 0= 19 04 06 06 =7 4a be £5 4b 13 a8 4c 14 15

T0:B9:E4:77:D3:83:35:5C:0D:D7:36:CF:E0:B2:01: 9L &6 45 9% 24 59 60 a3 =5 10 16 =9 54 0d &3 83 27
SHAL Fingerprint D@:7E: A4:83:77:74:B5:A0:2D:1 C:05:56:6 A:BB:69:BB: AB:51: DF:95 17 8d 26 47 9a 98 76 56 ed 9L 0d 5d e0 42 ae da =

Ae el PR Aie oM RS Me rd Ad P e e ln - AR A
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AT-TLS Data Decryption SHRE

» AT-TLS data is always encrypted in the packet trace. By default, Data
Trace does not show unencrypted AT-TLS data either for security
reason.

* However, user can configure AT-TLS policy to turn on the
CtraceClearText parameter to trace the unencrypted application data.
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SH.ARE

ENI ICATE »

Performance Problem

“2ESSI0N SUMMAary

NIET\A/MRK » INIEI | IENICE

Elapsed Time Server Time | Network Time ) Mum Num Avg. Datagram| Avg. Throughput
Start Time End Time (hhmm:ss #if) | (hhomm:ssttt) | (hh-mm:ss. titt) Local IP Local Port | Rmt. [P Rmt. Port | Bytesin | Bytes out| Total Bytes Detagrams In | Datagrams Out| Size Moytes) (bytes/0. 1ms} I
19:01:58:08659 PST 15:04:03:1333 PST  00:02:05:0584  00:02:04:5531 00:00:00:4553 10.0.52.164 2550 61.8.017{ hitp 5301704 161737 5453438 3543 3652 755934 437
File  Help
HrS&O0@E«=> QR 3[BT
J E_,.i Traffic Errors prg Session Errors () Resp. Time Thresh. X Application Errors @ INIT Packets @ TERM Packets IMIT Errors TERM Errors
Traces | Query Builder | Packet Summary | Session Sumrnar'_.rl IP Summary Seguence of Execution
—Seq. of Execution
Local IF':I 10.0.52.164 Remote IF'I 51.8.017 Protocol| TCP Sessions Count: 1
Elapzed Time . L Seq. Ack Window
) Timestamp (hh:mm:ss.tt) Datagram Size | Messages Local Port Direction Rmt. Port Numbe Number Cize
Ll 19:01:58:086% PST | 00:00:00:0000 52 SN 2550 —= hitp 45357324 |0 65535
2 19:01:58:2544 PST | 00:00:00:1675 52 ACK S¥N 2550 T hitp 2090724101 | 49867825 5840
3 19:01:58:2544 PST | 00:00:00:0000 40 ACK 2550 —_— hitp 49357825 | 2090724102 (54240
4 19:01:58:2566 PST | 00:00:00:0022 485 ACK PSH : Reguest: GET 2550 —_— hitp 49357825 | 2090724102 (54240
5 19:01:58: 4123 PST | 00:00:00:1557 40 ACK 2550 — hitp 2090724102 | 45258270 |50
| 6 19:01:58:4142 PST | 00:00:00:001% 359 ACK PSH : Reply: HTTRM.1 200 OK 2550 — hitp 2090724102 | 45258270 |50
7 19:01:58:4221 PST| 00:00:00:007% 1500 ACK 2550 f— http 2090724431 | 48888270 |50
a 19:01:58:4224 PST | 00:00:00:0003 40 ACK 2550 —_— hitp 49358270 | 2090725891 (53792
| 10 19:01:58:5798 PST | 00:00:00:1573 1500 ACK 2550 — hitp 2090725851 | 45858270 |50
11 19:01:58:5801 PST | 00:00:00:0003 40 ACK 2550 —_— hitp 49858270 | 2090727351 (54240
12 19:01:58:5855 PST | 00:00:00:0054 1500 ACK 2550 — hitp 2090727351 | 488588270 |50
13 19:01:58:5857 PST |  00:00:00:0002 40 ACK 2550 —_— hitp 49358270 | 2090728811 (54240
14 19:01:58:5520 PST |  00:00:00:0063 1500 ACK 2550 E— hitp 2090728811 | 458588270 |50
Copyright © 2017 Applied Expert Systems, Inc.
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Performance Problem - continued SH/ARE

» Between which packets is the most time spent?

—3eq. of Execution

Local IP: 10.0.52.164 Remote IF'i 51.8.017 Protocol| TCP Sessions Count: 1
Elapsed Time . N Seq. Ack. Window
I Timestamp (hh:mm:ss t) Datagram Size | Messages Local Port Direction Fmt. Port Number Number cize

379 19002344234 PST 00:00:00: 27593 1500 ACK 2550 L hitp 2091022271 | 45358270 20
385 19002346931 PST 00:00:00:2574 1500 ACK 2550 L hitp 2091028851 | 45358270 20
7153 19:04:01: 2887 PST 00:00:00: 2477 1500 ACK 2550 O hitp 2095857791 | 45358270 20
7161 15:04:01:6283 PST 00:00:00:2305 1500 ACK 2550 - hitp 20595366551 | 45888270 50
1M 19:04.01 9686 PST 00:00:00:2254 1500 ALK 2550 R hitp 2055370931 | 458588270 30
2861 159:03:04:8452 PST 00:00:00: 2241 1500 ALK 2550 T hitp 2092787411 (49358270 30

159:03:05:1543 PST 00:00:00: 2050 1500 ALK 2550 T hitp 2092300551 | 49358270 50

Dupllcate ACKs
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Performance Problem - continued

~Zeq. of Execution

Local IP:I 10.0.52.164 HemutelF’I 61.8.017 F’rntuc:ul:l TCP Zessions Count: 1

SHARE

D Timestamp tﬁf;n"mgl"mﬁ Datagram Size | Messages LocalPort | Direction | Rmt Port Nslfqnhe :u“:ﬁr swlz ':'"""
355 19:02:01:7005 PST | 00:00:00:0001 40 ACK 2550 — http  |49868270 | 2091013511 | 2190
356 19:02:01:7069 PST | 00:00:00:0064 1500 ACK 2550 < http  |2091013511 | 48868270 |50
357 19:02:01:7132 PST | 00:00:00:0063 1500 ACK 2550 — http  |2091014971 48868270 |50
358 19:02:01:7132 PST | 00:00:00:0000 40 ACK 2550 — http  |49868270 | 2091016431 1460
359 19:02:01:7238 PST | 00:00:00:0107 1500 ACK 2550 — http | 2091016431 48868270 |50
360 19:02:01:7302 PST | 00:00:00:0063 1500 ACK 2550 < http | 2091017891 | 48868270 |50
361 19:02:01:7302 PST | 00:00:00:0000 40 ACK 2550 — http  |48868270 | 2091019351 730
362 19:02:01:7557 PST | 00:00:00:0255 1500 ACK 2550 < http  |2091019351 | 48868270 |50
) ) 363 19:02:01:7619 PST | 00:00:00:0062 1500 ACK 2550 < http | 2091020811 | 48868270 |50
Zero W”‘]dOW S|Ze 364 19:02:01:7620 PST | 00:00:00:0001 40 ACK 2550 —> http  [49868270 [2091022271]0

77
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z/0OS CTRACE: IDS Trace (SYSTCPIS) S|—| R

EDUCATE » NET\ INFLUENC

CTIIDSxx PARMLIB member:
TRACEOPTS
WTRSTART (AESWRT)
ON
WTR (AESWRT)
BUFSIZE (32M)

S TCPIP,PARM=IDS=xx’
 IDS Policy Definition:

IDSAction ScanGlobal-action
{
ActionType ScanGlobal
IDSReportsSet ScanGlobalReportSet
{
TypeActions CONSOLE
MaxEventMessage 15
TypeActions LOG
LogDetail Yes
TypeActions STATISTICS
TypeActions TRACE
TraceData FULL
}
} Copyright © 2017 Applied Expert Systems, Inc.
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IDS Trace Analysis SH./\RE

* IDS Messages

EZZ8761I IDS EVEWNT DETECTED 578
EZZ8730I STACK TCPIP
EZZ8762I EVENT TYPE: FAST SCANM DETECTED

EZZ87Y63I CORRELATOR 2 - PROBEID 60300FFF1
EZZ8764I S0URCE IP ADDRESS 50.79.43.252 - PORT ©O
EZZ8766I IDS RULE ScanGlocbal-rule

ELZZ8767YI IDSE ACTION ScanmnGleobal-action

 PROBEID - ldentifies and describes the type of IDS event
Attacks
Intrusions
Traffic Regulations

 Correlator — Correlates to the offending packets in the trace
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IDS Trace Analysis SH./\RE

EDUCATE » NETW(

IDS PROBEIDs are four bytes in length.

Byte 1 - indicates the IDS type:

« X'01' TCP Traffic Regulation event
- X'02' UDP Traffic Regulation event
« X'03' Scan detection event

« X'04' Attack detection event

Byte 2:

« Scan - Suspicious level

« X'01' for very suspicious packet.

« X'02' for possibly suspicious packet.

« X'03' for normal packet.

« X'00'is used to report a scan detected event or other unusual situation that

* might affect scan processing. These conditions are not written to the IDS trace
* but are written to the syslogd or the console if requested by the policy.

Copyright © 2017 Applied Expert Systems, Inc.
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IDS Trace Analysis

PROBEID Byte 2:

81

« Attack - Type of attack

X'01' MALFORMED_PACKET

X'02' OUTBOUND_RAW

X'03' IP_FRAGMENT

X'04' ICMP_REDIRECT

X'05' RESTRICTED_IP_OPTIONS

X'06' RESTRICTED_IP_PROTOCOL

X'07' FLOOD

X'08' PERPETUAL_ECHO

X'09' DATA_HIDING

X'0A' TCP_QUEUE_SIZE

X'0B' GLOBAL_TCP_STALL

X'0C' OUTBOUND_RAW._IPV6

X'0D' RESTRICTED_IPV6_NEXT_HDR
X'0E' RESTRICTED_IPV6_DST_OPTIONS
X'OF' RESTRICTED_IPV6_HOP_OPTIONS
X'10' EE_LDLC_CHECK

X'11' EE_ MALFORMED_PACKET

X'12' EE_PORT_CHECK

X'13' EE_XID_FLOOD

Copyright © 2017 Applied Expert Systems, Inc.
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IDS Trace Analysis - PROBEID SH./\RE

X'01000001' TCP TR, enter constrained for receive queue.

X'01000002' TCP TR, exit constrained for receive queue.

X'01000003' TCP TR, enter constrained for send queue.

X'01000004' TCP TR, exit constrained for send queue.

X'01002200' TCP TR, enter or leave constrained during close processing.

X'01002400' TCP TR, enter or leave constrained during close processing.

X'04130001' Attack, type=EE_XID FLOOD, A non-responsive XID was logged.

X'04130002' Attack, type=EE_XID_ FLOOD, An XID flood start was detected.

X'04130003' Attack, type=EE_XID_FLOOD, An XID flood end was detected.

X'0413FFFO' Attack, type=EE_XID FLOOD, Log records suppressed for EE XID flood attacks

Copyright © 2017 Applied Expert Systems, Inc.
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IDS Trace Analysis — PROBEID example SH.ARE

EZZB7/641 S0URCE IP ADDRE=S_164 .216.140.182 |- PORT O
EZLZB7/651 DESTINHNATION IP ADDRE=S 251 .238.107.8% - PORT 0O

ELZAB7/661 ID:S REULE AttackMalftformed-rule
EZZ8767I IDS ACTION Attack-action

PROBEID 04010006 - Attack, type=MALFORMED _ PACKET, IPv4 header error, source IP
address/destination IP address error.

IP address 164.216.140.182

- . —
{ i _- : o =15 |:, A anfrace maime fi S TEREIN Jr_— Tals T — -t e lalaliaTatr=Ta Nl =R el alR = E -~ 1
L i '\_- A=, L L S El 1 \ \_1 AL T s WU LY LAY LWL L | | :'Tt | er L [ L L -:l Ll LA L !_- o \Casl

Columbus), United States

Ottawa )
Address IPvd @ + = Montréal
Toronto
ASN 5180 - DNIC-ASBLK-05120-05376 - DoD waukee
Metwork Information Center : e
Chicago Boston
ISP DoD Network Information Center
1] New York
Coldmbus Philadelphia
83 Timezone America/New_York (UTC-5)
Lauiswville West-Wirginia Washinaton

O S AL L W N e SRS SR L e e ) POO6




IDS Trace Analysis QH /:& RE

Packet Summary

) Seq. Ack. Window B

D Timestamp Datagram Size | Local P Rmt. IP Protocol | Messages Local Port | Rmt. Port . —INETWORK » INFLUENCE
MNumber Humber Size | Ml
4 15:359:35:1059 PDT 44 50.79.43.252 192.56.33.199 TCP SYN IDS: Probe ID - 03020002 Correlator - 2 dns dns 1993194380 | 0 1024
3 15:39:35:1063 POT 44 50.79.43.252 192.86.33.199 TCP SYN ID5: Probe ID - 03020002 Correlator - 2 dns 256 1993194360 | 0 1024
[ 1539351117 PDT 44 50.79.43.252 192.86.33.199 TCP S¥N IDS: Probe ID - 03020002 Correlator - 2 dns telnet 1993194360 |0 1024
T 15:39:35:1118 PDT 44 50.79.43.252 192 86.33.199 TCP SY¥N IDS: Probe ID - 03020002 Correlator - 2 dns 1720 1958194860 | 0 1024
3 15:39:35:1130 PDT 44 50.79.43.252 192.586.33.199 TCP SYN IDS: Probe ID - 03020002 Correlator - 2 dns M3 19593194360 |0 1024
9 15:39:35:1169 PDT 44 50.79.43.252 192.86.33.199 TCP S%N IDS: Probe ID - 03020002 Correlator - 2 dns 993 159531943860 |0 1024
10 1539351170 POT 44 50.79.43.252 192.86.33.199 TCP SYN ID5: Probe ID - 03020002 Correlator - 2 dns 1025 1993194360 |0 1024
1 15:39:35: 1170 PDT 44 50.79.43.252 192.86.33.199 TCP S¥N IDS: Probe ID - 03020002 Correlator - 2 dns 3389 19593194380 |0 1024
12 15:39:35:1170 PDT 44 50.79.43 252 192.86.33.199 TCP SY¥N IDS: Probe ID - 03020002 Correlator - 2 dns 3306 1998194850 | 0 1024
13 158:39:35:1632 PDT 44 50.79.43.252 192.586.33.199 TCP SYN IDS: Probe ID - 03020002 Correlator - 2 dns 080 19593194360 |0 1024
14 15:35:35:1663 PDT 44 507943252 192.86.33.199 TCP S¥N IDS: Probe ID - 03020002 Correlator - 2 dns imap 15953194860 |0 1024
15 15:39:35:1663 POT 44 50.79.43.252 192.86.33.199 TCP SYN ID5: Probe ID - 03020002 Correlator - 2 dns 1723 1993194360 |0 1024
Packet Details Hex Decode I
Packet Details
Packet ID : 4 -
Time : &/22/201¢ 15:3%:35:105% EBLT b
CTE Format ID - 0x03020002 Intrusion Detection Services (S¥YSTCEIS)
IDS Type : Scan
Correlator : Z
BProbe ID : 03020002
fDescription : Scan, Possikly suspicious, regquest to an Unbound port.
Policy : ScanEventLowlcp-rule =
IEF Version 4
Header Length - 20
Source - 50.79.43_252 Remote z 1%2_86.33.159%3
Protocol - TCPE
Datagram Length : 44
ID - 0x9807 (3831%) 3
Flags = Fragment Offset - 0
Time to liwve : 34
Header checksum : 0xCO5C
TCP Header Info
Source Port - 53 dns Remote Port - 53 dns
Seqg. Number : 19%381348&0 Aek. WNumbker - 0O
Hezder Length : 24 bytes
Window - 1024 Flags : SY¥YMN
Maximum segment size: 14480 bytes -
84 -
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Summary SH RE

- Establish baselines

* Use IP ID to track a packet across networks

* Host time vs. Network time

* Negotiate “down” (e.g., MSS, Window Scaling, SSL/TLS Handshake)
» Duplicate ACKs

» Zero-window size

* Ack Num = Incoming Seg Num + Bytes Received

* May need to trace “discarded packets”

- CTRACE Header has Discard Code

* Monitor network for anomalies and investigate the cause
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Appendix
How to Take a Packet Trace?

z/OS CTRACE:

- SYSTCPDA

« Packet Trace
« Scope: TCP/IP stack
« Packets entering or leaving the TCP/IP stack
- Data Trace
» scope: TCP/IP stack
« Socket data into and out of the Physical File System (PFS)
« Application data (unencrypted)

« SYSTCPOT

- OSAENTA
« Scope: LPAR or CHPID
« Frames entering or leaving an OSA adapter for a connected host

-« STSTCPIS

* Intrusion Detection Services (IDS)
» Packets are traced based on IDS policies

Copyright © 2017 Applied Expert Systems, Inc.
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87

z/0OS CTRACE: SYSTCPDA — Packet Trace SH RE

EDUCATE » NETWC

» Set up an External Writer Proc

E.g., SYS1.PROCLIB (AESWRT) :
//IEFPROC EXEC PGM=ITTTRCWR, REGION=0K, TIME=1440,DPRTY=15
//TRCOUTO01 DD DISP=SHR,DSN=trace.dataset

» Set up tracing parameters
E.g., SYS1.PARMLIB (CTAESPRM) :
TRACEOPTS ON WTR (AESWRT)

. other trace options ..

Copyright © 2017 Applied Expert Systems, Inc.
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88

z/OS CTRACE: SYSTCPDA — Packet Trace SH RE

« To Start Tracing:
TRACE CTWTRSTART=AESWRT
V TCPIP,tcpip,PKT,CLEAR
V TCPIP,tcpip,PKT,LINKN=<link>,ON,FULL,PROT=TCP,IP=<ip addr>
TRACE CT,ON,COMP=SYSTCPDA,SUB=(TCPIP),PARM=CTAESPRM
« To Stop Tracing:
V TCPIP,tcpip,PKT,OFF
TRACE CT,OFF,COMP=SYSTCPDA,SUB=(TCPIP)
TRACE CTWTRSTOP=AESWRT,FLUSH
« To View Tracing Status:
D TRACE,WTR=AESWRT Verify that the external writer is active
D TCPIP,tcpip,NETSTAT,DE Verify that TrRecCnt is non-zero and incrementing
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z/OS CTRACE: SYSTCPDA - Starting a Trace SH/\RE

Packet Trace Command Display

TRACE CT ,WTRSTART=AESWRT
ITT238I ALL OF THE TRANSACTIONS REQUESTED Y¥IAa THE TRACE CT COMMAND WERE SUCCESS
FULLY EXECUTED.
IEEG391I ST=(0NH,0001HM,00001M) AS=0H BER=0FF EX=0H MO=0FF MT=(0HN,064K)
ISSUE DISPLAY TRACE CHMD FOR SYSTEM AND COMPONMENT TRACE STATUS
ISSUE DISPLAY TRACE,TT CHMD FOR TRANSACTION TRACE STATUS
ITT110I INWNITIALIZATION OF CTRACE WRITER AESWRT COMPLETE.

¥ TCPIP,TCPIP,PKT, CLEAR
ELfQo60 PROCESSING COMMAND: YARY TCPIP,TCPIP,.PEKT._ . CLEAR
EZLQ0531I COMMAND ¥YARY PETTRACE COMPLETED SUCCESSFULLY

¥ TCPIP,TCPIP,PKT,LINKN=%,0N,FULL ,PROT=%,IP=%,SUBN=255.255.255_255,SRCP=%,DEST-=
*x

EZZ0060I PROCESSING COMMANMD: YARY TCPIP,TCPIP,PET_ . LIMKH=%,0H _ FULL ,PROT=%_,IP=%_,5
UBM=255.255.255.255 ,5RCP=% ,DEST=%

ELFQ531I COMMAND YARY PETTRACE COMPLETED SUCCESSFULLY

TRACE CT,ON,COMP=SYSTCPDA,SUB=(TCPIP) ,PARM=CTAESPRM

ITT238I ALL OF THE TRANSACTIONS REQUESTED YIA THE TRACE CT COMMAND WERE

FULLY EXECUTED.

IEEE391I ST=(0N,0001HM,00001M) AS=0N BER=0FF EX=0H MO=0FF MT=(0HN,064K)
ISSUE DISPLAY TRACE CHMD FOR SYS5STEM AND COMPONMENT TRACE STATUS
ISSUE DISPLAY TRACE,TT CHMD FOR TRANSACTION TRACE STATUS
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z/0S CTRACE: SYSTCPDA - Checking Trace StatusS|H

Packet Trace Comma
COMMAND ===3> __ h

D TRACE ,WTR=AESWRT
IEEB431 ©0.27.10
SYSTEM STATUS
ST=(ON,0001M,00001M)
WRITER STATUS HEAD

TRACE DISPLAY 789
INFORMATIOM

AS=0HMH BR=0FF
COMPONENT

D TCPIP . TCPIP NHNETSTAT .DE
EZDO1911I HETSTAT CS5 YiR1i1 TCPIFPF 791
DEYHAME : LOOPBACK DEYTYPE :
DEYSTATUS: READY
LMNEMNAME: LOOPBACK
ACTHMTU: 65535
ROUTING PARAMETERS:

MTU SIFE: M- A
DESTADDR: ©.Q.0.0
PACKET TRACE SETTINHG:

PROTOCOL @ *
DISCARD: MHOMNME
SRCPORT: *
IPADDR : *
MULTICAST SPECIFIC:
MULTICAST CAPABILITY :
LIMK STATISTICS:
BEYTESIHN
INBOUHND
IMNBOUHND
IMNBOUND
IMNBOUND
BEYTESOUT
OQUTBOUND PACKETS
OQUTBOUNMD PACKETS INMN ERROR
OQUTBOUND PACKETS DISCARDED
INTFHAME: LOOPBACKGE INTFTYPE
ACTHMTU: 65535
PACKET TRACE SETTIHG:
PROTOCOL @ *
DISCARD: HOMNME

LHETYPE
METR
SUBH
TRRE

DEST
SUBH

MO

PACKETS
PACKETS
PACKETS
PACKETS

ERROR
SCARDED

IM
DI
WITH HO PROTOCOL

TRRECCHT :

nd Display

EX=0H MO=0OFF MT=(0HN_,064K)
SUBHAME

LOOPBRACK

LOOPBACHK LMHNESTATUS: READY

IC: OO

ETHMASK: ©.0.0.0

CCHT: 900000033 PCELENGTH: FULL

* .

*

PORT : PORTHUM:

ET:

=

L2

L2

L2

4620

=

L2

L2
OOPBACK G

Fonnunnunin

: READY

INTFSTATUS :

lofefelalaleloya PCEKLEMGTH: FULL

Copyright© 2017 by SHARE Inc. Except where otherwise noted, this work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivs 3.0 license. http://creativecommons.org/licenses/by-nc-nd/3.0/




Packet Trace Command Display

¥ TCPIP,TCPIP,PKT,OFF

EZZQ060]1 PROCESSING COMMAND:

YARY TCPIP,TCPIP,PKT,OFF
EZZQ0531

COMMAND YARY PEKETTRACE COMPLETED SUCCESSFULLY

TRACE CT,0FF ,COMP=SYSTCPDA ,SUB=(TCPIP)
ITTe3B8I ALL OF THE TRANSACTIONS REQUESTED ¥YIA THE TRACE CT COMMANMD WERE SUCCESS
FULLY EXECUTED.

IEEB391I ST=(0H,Q001HM,00001HM) AS=-0H BER=0FF EX=0H MO=0FF MT=(0HN,064K)

ISSUE DISPLAY TRACE CHMD FOR SY5STEM AND COMPONMENT TRACE STATUS
ISSUE DISPLAY TRACE,TT CHMD FOR TRANSACTION TRACE STATUS

TRACE CT ,WTRSTOP=AESWRT ,FLUSH
ITT3B81I ALL OF THE TRANSACTIONS:S REQUESTED ¥IA THE TRACE CT COMMAND WERE SUCCESS
FULLY EXECUTED.

IEESB39I ST=(0ONH,Q001M,00001M) AS=-0N BR=0FF EX=0H MO=0FF MT=(0HN,064K)

ISSUE DISPLAY TRACE CHMD FOR SYSTEM ANMD COMPONMENT TRACE STATUS
ISSUE DISPLAY TRACE,TT CHMD FOR TRANSACTION TRACE STATUS

ITT1111 CTRACE WRITER AESWRT TERMINATED BECAUSE OF A WTRSTOP REQUEST.
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z/0OS CTRACE: SYSTCPDA - Data Trace SH./ A\RE

To Start/Stop Data Trace:

V TCPIP, tcpip,DAT,ON,<trace options>

V TCPIP, tcpip,DAT,OFF

To View Tracing Status:

D TCPIP, tcpip,NETSTAT,CONFIG

DATA TRACE SETITIHG:
JOBNAME : * TERRECCHNHT: 00000033 LENGTH: FULL

IPADDR : * SUBNET : =*
PORTHUM: =*
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z/OS CTRACE: SYSTCPOT — OSAENTA Trace SH RE

EDUCATE » NETWORK

* OSA-Express Network Traffic Analyzer (OSAENTA)

Trace data is collected (by the device drivers of OSA) as frames enter or leave an OSA adapter for a
connected host

The host can be an LPAR with z/OS, z/VM or Linux

ARP packets, MAC headers (W/VLAN tags)

The trace function is controlled by z/OS Communication Server, while the data is collected in the OSA
at the network port

* Pre-Reqs:
Require the microcode for the OSA (2094DEVICE PSP and the 2096DEVICE PSP).
Update the OSA using the Hardware Management Console (HMC) to:
Define more data devices to systems that will use the trace function.
Set the security for the OSA:
LOGICAL PARTITION - Only packets from the LPAR
CHPID - All packets using this CHPID

Verify the TRLE definitions for the OSA that it has one DATAPATH address available for tracing. Note
that two DATAPATH addresses are required — one for data transfers and the other for trace data.
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TRLE Definition and D NET, TRL,TRLE=

SH/\RE

OSATRL2Z VBUILD TYPE=TRL
OSATRL2E TRLE LNCTL=MPC,READ=(0404),WRITE=(0405),DATAPATH=(0406,0407), X

PORTNAME=DR281920,

D MET,.TRL , TRLE=OSATHALZE

ISTESYI DISPLAY ACCEPTED

ISTeVFS5I MAME = OSATRLZE, TYPE = TRLE 938

IST19541 TREL MAJOR HODE = O5ATRLZ

IST4861 STATUS= ACTIY, DESIRED STATE= ACTIY

ISTeE8YI TYPE = LEASED s, CTONTROL = MPC , HPDT = ¥YES
MPCLEYEL = QDIO MPCUSAGE = SHARE
PORTHAME = DR2Z81920 LIMNKHUM = o
CHPID TYPE = 05D CHPID = 3B
HEADER SIZE = 4096 DATA SIZE = 0 STORAGE = *¥x¥MNAX&X
WRITE DEY = 09405 STATUS = ACTIYE STATE = OHNLIHNE
HEADER SIZE = 4092 DATA SIZE = 0@ STORAGE = **xX¥XNAXx*k
READ DEY = 9404 STATUS ACTIYE = OHNMLIHNE

IST171
IST233
IST157

05A CODE LEYEL

2406 STATUS ACTIYE
I 0 TRACE = 9OFF TRACE LENGTH =
ULPID = TCPIP
ACCELERATED ROUTING DISABLED
QUEUE QUEUE READ
STORAGE

I
I
I
I
I
I
I

PRIMARY 4.9M(64 SBALS)
HUMBER ©OF DISCARDED INBOUNMD READ BUFFERS = 0
PRIORITY1: UNCOMNMGESTED PRIORITY2: UNMCONGESTED

I
I
I
I PRIORITY3: UNCONMGESTED PRIORITY4: UNCONGESTED
I
I
I

21
TZ4
17
310
i I
332
205
333
305
57
Kd
o
i
2

T
T1
T1
TZ
TZ
TZ
T2
TZ
TZ
T

[
=]

DEYICEID PARAMETER FOR OSAENTA TRHCE COHHHND = QO0-01-00-02
UNITS OF WORK FOR HNCEB HT ADDRESS XK ° 158Eﬁ@1@

Ti180 P1 CURRENT AYERAGE MAXIMUM

94

T180Z1
Ti8021
Ti80621
T9Z41

T1Z2211
Tiv7z4Il
T9Z41

5
5
5
5
5
5
S
S
5
S
5T175
5
S
5
5
S5
5
5
5
5
5

Pz
P3

CURRENT
CURREHNT
CURRENT

TRACE DEY
I-0 TRACE

AYERAGE
AYERAGE
AYERRGE

2407 STATUS

MAX IMUM
MAX IMUM
MAX IMUM

RESET

TRACE LENGTH
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z/OS CTRACE: OSAENTA

TRACE CT, WIRSTART=AESWRT
V TCPIP, tcpip, OSAENTA, PORTNAME=<port>, CLEAR

V TCPIP, tcpip, OSAENTA, PORTNAME=<port>,ON,NOFILTER=ALL
TRACE CT,ON,COMP=SYSTCPOT , SUB=(TCPIP) , PARM=CTAESPRM

V TCPIP,,OSAENTA, PORTNAME=<port>,OFF
TRACE CT,OFF,COMP=SYSTCPOT, SUB= (TCPIP)
TRACE CT,WIRSTOP=AESWRT , FLUSH

SHARE

E > NETWO

D TRACE, WTR=AESWRT to verify that the external writer is active

D TCPIP, tcpip,NETSTAT, DE to check status
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2/0S CTRACE: OSAENTA SHARE

EDUCATE » NETWORK » INFLUENCE

« To View Tracing Status (continued):

D TCPIP, tcpip,NETSTAT, DE
OSA-EXPRESS NETWORK TRAFFIC ANALYZER INFORMATION:

OSA PORTNAME: DR281920 OSA DEVSTATUS: READY
OSA INTFNAME: EZANTADR281920 OSA INTFSTATUS: READY
OSA SPEED: 1000 OSA AUTHORIZATION: LOGICAL PARTITION
OSAENTA CUMULATIVE TRACE STATISTICS: ‘(/
DATAMEGS : 1 FRAMES : 3625
DATABYTES: 1641283 FRAMESDISCARDED: 0

FRAMESLOST: 0
OSAENTA ACTIVE TRACE STATISTICS:

DATAMEGS: 0 FRAMES : 23
DATABYTES: 6148 FRAMESDISCARDED: 0
FRAMESLOST: O TIMEACTIVE: 2
OSAENTA TRACE SETTINGS: STATUS: ON
DATAMEGSLIMIT: 2147483647 FRAMESLIMIT: 2147483647
ABBREV: 480 TIMELIMIT: 10080
DISCARD: NONE
OSAENTA TRACE FILTERS: NOFILTER: ALL
DEVICEID: *
MAC: *
VLANID: &
ETHTYPE : *
IPADDR: *

PROTOCOL: *
PORTNUM: *
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z/OS CTRACE: OSAENTA ABBREV Parm SH RE

» Specify EULL or ABBREV={length | 224 } for the amount of data to be traced.
- ABBREYV allows a value up to 64K, why the maximum value is reset to 4807

* “An OSA might limit the amount of data that is actually traced.”
To conserve the OSA trace buffer space
ABBREYV value is rounded up to the next 32-byte multiple with a maximum of
480

* To circumvent this limitation, start Packet Trace at the same time.
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Linux, Unix and AlX: tcpdump
(Windows: windump)

* Requires root authority; use the “su” command first

» QOutputis formatted trace (default) or written to a pcap file
« tcpdump -w xyz.pcap -s 0 [-iany ... ]

* tcpdump —-D : shows a list of available interfaces

° tcpdump -V (sample output from SLES 11 on System z)
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References EDUCATE » NETWORK » INFLUENCE

http://www.tcpipquide.com/index.htm
http://www.firewall.cx/networking-topics/65-tcp-protocol-analysis/138-tcp-options.html
http://packetlife.net/captures/

https://wiki.wireshark.org/Presentations
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