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* Introduction
« Tomcat on Windows

* Tomcat (v7) on USS

— Installation

— Configuration

— Diagnostics
« HTTPS setup — a simple example
* Tomcat v8 issue (ASF Bugzilla)

* How to build your own Tomcat?
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Introduction SH/\RE

Apache Tomcat is an open source Java servlet container that functions as a web server, developed
by the Apache Software Foundation (ASF).

Website: tomcat.apache.orq

Some popular web sites using Tomcat (standalone):

= aa.com
= gap.com

= southwest.com
= zillow.com

Apache Tomcat vs. Apache HTTPD (Apache HTTP Server httpd.apache.org)
HTTPD — the world’s most used web server (52.1%, July 2016). Written in C: static web pages + add-on
modules for dynamic contents; e.qg., Perl, PHP, Python etc.
. Tomcat — written in Java: Java servlets, JSP; can also serve static contents
. mod_jk — an Apache module to connect Tomcat with other web servers such as Apache HTTPD
. Some popular web sites using HTTPD (plus Tomcat?):
= apple.com
= paypal.com
E nytimes.com

References: https://w3techs.com/technologies/details/ws-tomcat/all/all
https://w3techs.com/technologies/details/ws-apache/all/all
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Tomcat on Windows - Download
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* nitps://tomcat.apache.org/downioad-/0.cql

7.0.69
Please see the README file for packaging information. It explains what every distribution contains.

Binary Distributions

Zip (pgp. mds, shal)
tar.gz (pgp, mds, shatl)
32-bit Windows zip (pgp, mds, shal)
64-bit Windows zip (pgp, mds, shal)
64-bit Itanium Windows zip (pgp, md5, shat)
32-hited-bit Windows Service Installer (pgp, mds, shal)
* Full documentation:
o far.gz (pgp. mds. shal)
s Deployer:
@ Zip (pgp, mds, shal)
© tar.gz (pgp, mds, shal)
e [xtras:
o |MX Remote jar (pgp, mds, shal)
o Web services jar (pgp, mds, shat)
o JULI adapters jar (pgp, md5, shal)
o JULI logdjjar (pgp, mds, shal)
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Tomcat on Windows - Installation

SHARE

Select Host Manager for Virtual Hosting — Hosting multiple domains
(websites) on a single server

Choose which features of Apache Tomcat you want to install,

R =
Choose Components :

i

Select the type of install:

Or, select the optional
components you wish to
install:

Space required: 11. 1MB

mullsoft Install System v, 51

| custom -

..

i Start Menu Items
Documentation
Manager

Host Manager

Tomcat

[ ] Examples

Chedk the companents you want to install and unchedk the components you don't want to
install. Click Mext to continue.,

Description

Paosition wour mouse
over a component Ea
see jts description,

| <Back |

Mext = ] [ Cancel
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Tomcat on Windows - Installation
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» Specify a userid/password for Tomcat Manager

] Apache Tomcat Setup: Configuration Options

Configuration
Tomcat basic configuration,

Server Shutdown Port

HTTPf1.1 Cannactor Part

AP1.3 Connector Pork
‘Windows Service Name Tomcat?
Create shortoues For all users L
Toemcak Admiristrator Login L [amme
foptional)

Password

Rales | Manager-gui
s

| <Back || mext> | | cancel |
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Tomcat on Windows - Installation SH./ARE
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» Specify JVM

4] Apache Tomcat 5etup: Java Virtual Machine path selection |'__ E|

Please select the path of a Java SE 6.0 or later JRE instaled on your swatem,

Java Vintual Machine
Javea Wirtual Machine path selection,

| Ci\Program Fies| Juvaljre1.8.0_45 ™

[ = Back ]l Mext = ]l Cancel
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Tomcat on Windows - Configuration SH./ARE

EOUCA

., — >

i General |Log On | Logging | Java | Startup | Shutdown

Startup type: cerve ames | Tomeat?

Display name: Apache Tomcat 7.0 Tomcat?

o A u to m at i C Description: Apache Tomcat 7.0.57 Server - http:/ftomcat.apache.

Path to executable:

® IVI an u aI "C:\Program Files\Apache Software FoundationTomcat 7.0%bin{Tomcat?.
. Startup type: Manual -
i
» Disabled

i Service Status:  Stopped

Start Stop Pause Restart

Ok, ] [ Cancel Apply
| |T— — — —
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Tomcat on Windows - Configuration SHARE
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| General | Log On | Logging | Java | Startup | Shutdown
J V M t Use default |
Se u p Java Virtual Machine:
C:YProgram Files\Java'jre Tibin'dientijvm.dll |
Java Classpath:
C:\Program Files\Apache Software FoundationTomcat 7.0%bin'bootstrap
Java Options:
Dicataling.home=C:\Program Files\Apache Software Foundation{Tomr -«
Dcataling.base=C:\Program Files\Apache Software Foundation{Tom D
Djava.endorsed.dirs=C:\Proagram Files\Apache Software Foundatior
-Djava.io.tmpdir=C:\Program Files\Apache Software Foundation{Tor
Initial memory pool: 123 MB
Maximum memary pool: 258 MBE
Thread stadk size: KB
I QK I ’ Cancel l | Apply
Copyright © 2016 Applied Expert Systems, Inc.
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Tomcat on Windows - Operations
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Starting/Stopping Tomcat
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Tomcat Operations - http://localhost:8080 SH.ARE
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Home Documentation Configuration Examples Wiki Mailing Lists Find Help

Apache Tomcat/7.0.69 ; " Apache Software Foundation

http://www.apache.org/

Recommended Reading: Server Status

Security Considerations HOW-TO
Manager App
Manager Application HOW-TO
Clustering/Session Replication HOW-TO Host Manager
Developer Quick Start
Tomcat Setup Realms & AAA Examples Serviet Specifications
First Web Application JODBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For secunity, access to the manager webapp is Tomcat 7.0 Documentation FAQ and Mailing Lists
restricted. Users are defined in: i i : L :
Tomeat 7.0 Configuration The following mailing lists are available:
SCATALINA_HOME /conf/tomcat-users.xml .
Tomecat Wiki tomcat-announce
In Tomeat 7.0 access to the manager . . . . . Important announcements, releases, security
application is split between different users. F'P'j adt':.l't'DnE_ll important configuration vulnesability notifications. {Low volume).
Head more. .. inrermatien in. tomeat-users
SCATALTNA HOME/RUNNING. txt User support and discussion
Release Notes . . 1aglibs-user
- Developers may be interested in: User support and discussion for Apache Taglibs
Lhangelog 3
— Tomeat 7.0 Bug Database tomeat-dev

Migration Guide Tomcat 7.0 JavaDocs Development mailing list, including commit messages

Security Motices Tomeat 7.0 SWN Repository AstlaHnQ%E e
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Tomcat Operations — Deploying a Web App SHARE
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Comple

Except wher

http://creati |

8" Apache T

Software Foundation

http://www.apache.org/
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Tomcat Web Application Manager

IMessage: IDN

List lications HTWL Manager Help Manager Help Server Status

Fath (Commands

) Start Reload | | Undeploy

i | Expire sessions | with idle = 30 | minuies
s ore spacited e o Siop_Relead | Undepioy

st [Reload | [Undeploy]

| Expire sessions |with idle =[5 | minutzs
Sen

[ Expire sessions | with idle 2[5 miinitzs
S [Reload | [Undeploy |

| Expire sessions | with idle = 30 | minwizs
gl [Reload | [ Undeploy |

[Expire sessions | with idle 2 [ | minutes
Star [ Siop] [ Feload | [ Undeploy

| Expire sessions | with idle 2 [20 | minutes

Tn Swop Relead Undzpiy
Tomeat hianager Application e : [ Expire sessions |wihidle2 30| minues

Version Display Name Running Sessions

Mone specifisd Vielcome to Tomeat e

=]

DS Mone specified frus

=

IDS1.1 Mone specified frue

[ Tepiplinu Mone specifisd e

=]

¥
i
!
d

Tomeat Dosumentation true

=

Mone specified

Deploy directory or WAR file located on server

ComextPat equiedy |
XML Confguraionfle URL[ |

VWAR or Direciory URL.: |
Deploy

WAR file to deplay

Select WAR file to upload | Choose File | Mo file chosen

(Check to see if a web application has caused a memory leak on stop, reload or unde ploy
Find lzaks

This disgnaostic check will trigger a full garbage collection. Use itwith extreme caution on production systems.

Tomeat Version
Apache TomeatT. 05T

JVM Version
1.7.0_51-b12

JVM Vendor
Oragle Corporation

05 Name
Windows 7

05 Architecturs
B

IP Address
137.72.42.121
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Deploy directory or WAR file located on server

Context Path (required): |

XML Configuration file URL: |

WAR aor Directory URL: |

Deploy
WAR file to deploy
Select WAR file to upload = Browse... | Mo file selected.
Deploy
Copyright © 2016 Applied Expert Systems, Inc.
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Deploy directory or WAR file located on server

Context Path (required): |,"'I' cpipLinux2.6
XML Configuration file URL: |
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Tomcat Operations — Running a Web App SHARE
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€ > C A [ localhost:8080/TcpipLlinux/ui/control.action?waitPage=true T < &
Logoff | Select Node | Help

€ AES CleverView® for TCF/IP on Linux

serclever.com

Welcome to CleverView® for TCP/IP on Linux

Please enter your logon information:

Server: [137.72.43.134) . @
Server Port: I:I {Default:-3306)

User ID: {admin

Password: frnees

Copygne 19951004 2006-2014 Appient Sxmart Systams e Al RgRes Resameg
wze ot it st mgovee Dy 2 Loeroe and o Cortoestaly Ageeement Tom ot costars cofioesial ana penaietay
Fdcerreatice of Appilen! Expent Symtems, Inc wiich 5 peossched by copegie, bade seet and adernak

452 te AEZiogs CLSVER S and USSR TORE aon ainar negmened SateTans o bademans of Aocie Bt
Eysoems Incoporatad 0t lnbed Fates and o ot oouries

Copighk 1558, 1551, 1552 by Camegie Mslon U vesb:he-\g-ve'd\bx 1556, 15552000, Copyeight 1556, 155E€-2000 The
Fiagenis of mme Linhemsty of Caltomis Al Frghes Riesered Copyeght i) 2001-2003. Metwors Amscastes Technciogy. Inc. Alrghts
resreed Fodions of s code ans copyght () 2001-2003, Camitige Sroadbend Lid. Al ighis resered Coyrght & 2003 S
icospmams, Inc. 4150 Matwod Cice Saces Civn, Calforis SI054. UL 2A, Al GReS reseresn Sopegt oo 20052008, e
mc. Al righis resered Copyeight () 2004, Cio, Inc and infornation Metwork. Cenber of Sefing Unkessty of and
Teiecommanications. 4l iRt resersed Coyeght i0) Fanasct FRAD Sofwane Gmod & Co NS, 2002 ossgtanasc® com. Autmor
(B Ferzlooyright 15ET-200E MGl A8, 2008 3un Micosysems. i
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» https:/[tomcat.apache.org/download-70.cqi

7.0.69

Please see the READMIE file for packaging information. It explains what every distribution contains.

Binary Distributions

» Core:
o 7ip (pgp, mds, shall @ apache{omecat-7.0.69tar gz
o tar.gz (pgp, mds, shal)
5 3Z-DIC WINdoWs ZIp (DEP, Madb, ShaT) Typeof file:  WinRAR archive (gz)

o B4-bit Windows zip (pgp. md5, shal)
o B4-bit ltanium Windows zip (pgp, mds, shat)
o 32-bit/64-bit Windows Service Installer (pgp. mds, shat)

Full documentation:
o far.gz (pgp, mds, shal) Size: 845 ME (2,910,579 bytes)

Deployer: Size on disk: 850 MB (3.912.896 bytes)
© zip (pgp. mds, shat)
o tar.gz (pgp. mds, shal)

* Extras:

o |MX Remote jar (pgp. mds, shal)

o Web services jar (pgp, md5, shal)

o ULl adapters jar (pgp, mds, shal)

o JULIlogdjjar (pgp, mds, shal)

Complete your session evaluations online at SHAL.cryg,/ Evaiuaticn SHARE @0
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Tomcat on USS - Installation

SH./ARE

* Pre-regs
— gzip command
» download gzip.pax.Z.bin
* pax —rvf gzip.pax.Z.bin
— JVM
* gzip —d apache-tomcat-7.0.69.tar.gz

* tar —xvf apache-tomcat-7.0.69.tar

Copyright © 2016 Applied Expert Systems, Inc.
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Tomcat on USS — Environment Variables SH./ARE

» export CATALINA HOME=/u/aes/apache-tomcat-/.0.69
« export JAVA HOME=/usr/lpp/javal/J8.0 64

Enhanced ASCII:

 export BPXK AUTOCVT=0ON

» chtag —t —c 1SO8859-1 $CATALINA HOME/bin/*.sh

or convert *.sh files from ASCII to EBCDIC:
* |conv —f 1SO8859-1 —t IBM-1047 filel > file2

Copyright © 2016 Applied Expert Systems, Inc.
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Tomcat on USS - check file tag information SHARE

» chtag —p <pathname>

ESDJC1: /fufaesfapache-tomcat-7.0.69/bin: >chtag -p *.sh

A
t I508859-1 T=on catalina.sh

t 15088591 T=on configtest.sh

t I5088%9-1 T=on daemon.sh

t I5088%9-1 T=on digest.sh

t I5088%9-1 T=on setclasspath.

t 15088591 T=on shutdown.sh

t IS08859-1 T=on startup.sh

t I5088%9-1 T=on tool-wrapper.sh

t I50885%59-1 T=on wversion.sh

AESDJC1 : fufaes/apache—-tomcat-7.0.69/bin: >

Copyright © 2016 Applied Expert Systems, Inc.
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Tomcat on USS — Directory Structure
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AESDJCL : fufaesfapache-tomecat-7.0.69: *ls

drwmxr—|pr—-x
drwmxr—|pr—-x
drwsr—|pr -
drwxr-—|mr - x
drwxr-—|mr—-x
drwxr—|mr—
drwxr—|mr—

Cu RN S e Il

STCOPER
STCOPER
STCOPER
STCOPER
STCOPER
=TCOPER
=TCOPER
=TCOPER
STCOPER
STCOPER
STCOPER

IPGROUP
IPGROUP
IPGROUP
IPGROUP
IPGROUP
IPGROUP
IPGROUP
IPGROUP
IPGROUP
IPGROUP
IPGROUP

26846
1239
B965

16195
B192
B192
B192
8192
8192
B192
B192

AESDJCL - fufaesfapache-tomcat-7.0.69:

plugins, startup.sh, shutdown.sh, etc.

bin

conf
logs
webapps
work

Complete your session evaluations online at SHAL.erg,/ Evaiuaticn
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R e s
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LICENSE
NOTICE

RELEASE-NOTES
RUNNING. t=t

bin
cont
lib
lLogs
temp
webapps
Worhk

s licensed under a Creative Commons Attribution-NonCo nercial-NoDerivs 3.0 license

configurations
error/information logs

web applications
../work/Catalina/localhost/...
to be manually cleaned up

Copyright © 2016 Applied Expert Systems, Inc.
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Tomcat Host Manager
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-  Edit $CATALINA HOME/conf/tomcat-users.xml
« Specify Data Encoding: ASCII (or UTF-8)

Menu Utilities View Options Help

Workstation Help
EDIT Entry Panel

Object MHame:
fufaesdfapache-tomecat-7.0.69/conf/ftomcat-users. xml

¥ Mo workstation connection

Initial Macreo ..
Profile MHame . . . {Blank defaults to Type)

Format Hame

Panel MHame . . . . {Leave blank for default)

Fecord Length
Line Command Table

Options Data Encoding

e Confirm Cancel/Move/ Replace e 1. ASCII

_ EDIT Mixed HMode 2. UTF-8
EDIT host file on

Workstation
Preserve VB record length

Copyright © 2016 Applied Expert Systems, Inc.
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Tomcat Host Manager

File

Edit Edit_Settings Henu Utilities Compilers Test Help

EDIT

Command

000019
QO0020
QOOO21
Qo022
Q00023
Q00024
Q00025
Q00026
Qo027
Q0028
QOO029
QOO030
Q00031
Qo032
QOO033
Q00034
Q00035
Q00036
QOoo037y

Complete your session evaluations online at SHAL.erg,/ Evaiuaticn
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fufaesfapache-tomcat-7.0.69/conft/ftomcat-users.x Column=s 00001 00072
=2 Scroll
mcat-users?

[ N By default, no user is
to operate the "/fmanagerihtml"

you must define such a user -
>

HOTE : The sample user and role entries below are wrapped
and thus are ignored when reading this=s file.

LA .2 tThat surround=s them.
>

included in the "manager-gui" role requi
web application. I+ you wizsh to use th
the username and password are arbitrary.

in a comment
Do not forget to remowve

reolename="tomcat" /i
rolename="rolel"
username="tomcat"
username="both"
username="rolel"”

“trole
{role
{u=er
ftuser
Tuser
ENE !
tuser name="admin"
‘S tomecat-users;
MM EEE KN EEEEEEEE K E KN ENEEEEEEEE BHottom of Data KR KK E KK KK KK K KR KK K E KK KKK

roles="tomcat" />
reles="tomcat, rclel"/:
reles="rolel"/#:

password="tomcat"
password="tomcat"
password="tomcat"

password="admin" roles="manager-gui®

Copyright © 2016 Applied Expert Systems, Inc.
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Tomcat Host Manager — Tomcat 8 (and later): SH A RE
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403 Access Denied

You are not authorized to view this pags.

If vou have zlready configurad the Manager application to allow access and you have usad yvour browsers back button, usad 2 saved book-mark or similar then you may have triggerad the cross-site
request fargery (CSRF) protection that has been enzbled for the HTML interface of the Manager application. You will need to resst this protaction by retuming to the main Manager page. Once you retum
to this page, you will be able to continue using the Manager appliction’s HTML interface narmally. If you continue to ses this access denied message, chack that you have the necessary permissions to
access this application.

If vou have not changed any configuration files, please examineg the file conf/tomcat-users. xmli in your installation. That file must contain the credentials to let you use this webapp.

t with a password of is3cret, add the following to the config file listed above.

<role rolename="manager-gui"/ />
Cuser username="tomcat"” password="s3icret"™ roles="manager-gui®;>»

s2ssian.

For mare information - please see the Managsr App HOW-TO.
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Tomcat Host Manager — Tomcat 8 (and later): SH A RE

Add a file: manager.xml In
$CATALINA_ HOME/conf/Catalina/localhost/

File Edit Edit_Settings Menu Utilities Compilers Test Help

EDIT fufaesfapache-tomcat-8.5.2/conftf/Catalinalocalh Columns 00001 900072

Command ===} Scroll === CER
HAEEKEEEEKEEKEEEEEEEREEEEKEEFEE KKK T-C:rp of Data EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEX

EOOO0R1 <{Context privileged="true" antiKResocurcelLocking="false"

QOO0 2 docBase="/fufaes/fapache-tomcat-8.5%5.2/webapps/manager":

QOO0 3 tValve classMame="org. apache.catalina.valwves. RRemoteAddrVYalve"
OO0O04 allow=""_%X%" /7>

OOO05s £/ Context:
OEEEEEEEEEEEEEEEEEEEEEEEEEEEY Bottom ofFf Data SEEEEEEEEEEEEEEREEEEEEEEEEEE

Copyright © 2016 Applied Expert Systems, Inc.
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Tomcat on USS - Operations SH/ARE

 To Start Tomcat:
$CATALINA HOME/bin/startup.sh

CATALINA_BASE: fufaesfapache-tomcat-+7.0.69
CATALINA_HOME : fufaesfapache-tomcat-+7.0.69
CATALINA_TMPDIR: /fufaes/fapache-tomcat-7.0.69/temp
JRE_ HOME : fusrflpp/fjavasJg.0_64

g CLASSPATH: fufaesfapache-tomecat-7.0.69/bin/bootstrap. jar: /ufaesfapac
he-tomcat-7.0.69¢/bin/ftomcat-juli. jar
Tomcat started.

* To Stop Tomcat
$CATALINA HOME/bin/shutdown.sh

Copyright © 2016 Applied Expert Systems, Inc.
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Tomcat Operations - http://<ip address>:8080 SH.ARE
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Home Documentation Configuration Examples Wiki Mailing Lists Find Help

Apache Tomcat/7.0.69 Wache Software Foundation

http://www.apache.org/

Recommended Reading: Server Status

Security Considerations HOW-TO
Manager App
Manager Application HOW-TO
Clustering/Session Replication HOW-TO Host Manager
Developer Quick Start
Tomcat Setup Realms & AAA Examples Serviet Specifications
First Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp is Tomcat 7.0 Documentation FAQ and Mailing Lists
restricted. Users are defined in: i | ) L :
Tomeat 7.0 Configuration The following mailing lists are available:

SCATALINA_HOME/conf/tomcat-users . xml

Tomcat Wiki tomcat-announce
In Tomcat 7.0 access to the manager } . : i ) Important announcements, releases, security
application is split between different users. F'P'j additional important configuration vulnerability notifications. (Low volume).
Read more. information in: tomeat-users

SCATALTNA_HOME/RUNNING. txt User support and discussion
Release Notes : : taglibs-user

Developers may be interested in: User support and discussion for Apache Taglibs
Changelog

Tomest 7.0 Bug Database —tl:?"“?t-dﬂ‘f e et el "
Migration Guide Tomeat 7.0 JavaDocs evelopment mailing list, including commit messages

Security Motices Tomecat 7.0 SN Repository S HAR E ee
Atlanta 2016
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Tomcat Operations - http://<ip address>:8080 SH.ARE
8. Apache )

Software Foundation

fwww.apache.org/

Tomcat Web Application Manager

Ili\essa.ge: I QK

List lications HTML Manager Help Manager Help Server Status

Path Version Display Mame Running Sessions Commands
Start | Siop | [Reload | [ Undepioy |
withidie2[20 | minutes
Siart [ Retoad | [ Undepioy |

Expire sessions |withidle 230 |minutes
=xsmples Mone specifisd Sendetand JSP Examples trus o sen

[Expire sessions |withidle 230 | minutes

Sart
[ Evpire sessions |wihidle = 20| minues
Start Stop Relad Undeploy

Expire sessions | with idle = [20 minuies

Mone specifisd Wislcome to Tomeat trus o

s Mone specifisd Tomeat Do-cumentation true o

host-manager Mone specifisd Tomeat Host Manager Application true

/mansger Mone specifisd Tomeat Manager Application trus

Deploy directory or WAR file located on server

CommrFatieaured |
XML Configuration file URL:

WAR or Direclory URL: |

Deploy

WAR file to deploy

SelectWAR file to upload | Choose File | Mo file chosen
Deploy

(Check to see if a web application has caused a memory leak on stop, reload or unde ploy

Find leaks Thiis disgnaostic check will trigger a full garbage collection. Use itwith extreme caufion on production sysiems.
Tomeat Version JWM Version JWM Vendor 05 Name 05 Version 05 Architecture Hostname IF Address
1 Apache Tomeat7 058 | preB4E0sc2ip 1 0-20160108_01 {SR2 FP10} | IBM Corporation | 205 | 0202 00 | 5200 | - | - 1
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How to Deploy a Web App Manually? SHARE

DUCATE » NETWORK » INFLUENCE

» Stop Tomcat
» Copy the war file to SCATALINA_ HOME/webapps
» Start Tomcat

Copyright © 2016 Applied Expert Systems, Inc.
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How to Remove a Web App Manually? sHARE

« De
« De
« De

ete t
ete t
ete t

Stop Tomcat

he web app’s war file in $CATALINA HOME/webapps
ne web app’s directory in $CATALINA_HOME/webapps

ne web app’s directory in $CATALINA_HOME/work/Catalina/localhost

Start Tomcat

Copyright © 2016 Applied Expert Systems, Inc.
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How to Configure Tomcat to Listen to a Different Port? g4 RE

» Edit $CATALINA HOME/conf/server.xml (ASCII encoding)
» Change Connector port="8080" to Connector Port="nnnn”

Edit_Settings HMenu Utilities Compilers Test Help

Columns 00001 Q00072
Scroell === CER

EDIT fufaesfapache-tomcat-7.0.69/conff=z=erver.xml
Command ===}
tConnector port="EgEER" protocol="HTTP/S1.1"

ooeaTY2
oooeoeTY3
ooooY4
oooevYsE
o0OBY6
o0ooYY
ooeOeYH
ooeaY9
ooeeg0e
oooog1
oooog2
000083
000084
ooeegs
o0OO86
ooeegY
000088
oooog9
000090

vise noted, this work is licensed

http:/creativecommons.org/licenses/by-nc-nd/3.0/

connectionTimeocut="20000"
redirectPort="8443" [/
£1-- A "Connector" using the shared thread pool--3
21 --
tConnector executor="tomcatThreadPool®
port="EEELE" protocol="HTTRP/1.1"
connectionTimeocut="20000"
redirectPort="8443" /3

Define a S5%5L HTTP/1.1 Connector on port 8443

This connector uses the BIO implementation that requires the J5
style configuration. When using the APR/fnative implementation,
Open33L =tyle configuration i= required as described in the APR
documentation --13%

L1 --

{tConnector port="8443" protocol="org.apache.coyote.httpll _ Httpl1llProt
maxThreads="1%0" SE5LEnabled="true" scheme="http=s" secure=
clientAuth="false" ==1Protococl="TLE" /S

-—
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Tomcat log files —in $CATALINA_HOME/logs/ SH./ARE
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Sample problem: could not find JVM
o =

| File Edit | Format | View Help
[[2016-02-11 13:01:51] [info] [ 1444] Commons Daemon procrun (1.0.15.0 32-bit) started A
| [2016-02-11 13:01:51] [info] [ 1444] Running 'Tomcat7' Service...
[2016-02-11 13:01:51] [info] [ 1520] starting service...
[2016-02-11 13:01:52] [error] [ 1520] Failed creating java C:“WProgram Files (x86)%Java‘jrel.8.0_65\bin‘client’jvm.d1]
[2016-02-11 13:01:52] [error] [ 1520] The system cannot find the path specified.
[2016-02-11 13:01:52] [error] [ 1520] serviceStart returned 1
[2016-02-11 13:01:52] [error] [ 1520] The system cannot find the path specified.
[2016-02-11 13:02:02] [info] [ 1444] Run serwvice finished.
[2016-02-11 13:02:02] [info] [ 1444] Commons Daemon procrun finished
[2016-02-11 13:07:59] [info] [ 2976] Commons Daemon procrun (1.0.15.0 32-bit) started
[2016-02-11 13:07:59] [info] [ 2976] Running 'Tomcat7  Service...
[2016-02-11 13:07:59] [info] [ 724] starting service...
[2016-02-11 13:07:59] [error] [ 724] Failed creating java C:“Program Files (x86)"Java‘jrel.8.0_65bin\client’jvm.d1]
[2016-02-11 13:08:00] [error] [ 724] The system cannot find the path specified.
[2016-02-11 13:08:00] [error] [ 724] servicestart returned 1
[2016-02-11 13:08:00] [error] [ 724] The system cannot find the path specified.
[2016-02-11 13:08:00] [info]l [ 2976] Run service finished.
[2016-02-11 13:08:00] [info] [ 2976] Commons Daemon procrun finished
[2016-02-11 13:10:37] [info] [ 8&52] Ccommons Daemon procrun (1.0.15.0 32-bit) started
[2016-02-11 13:10:37] [info] [ 852] Running 'Tomcat7' Service...
[2016-02-11 13:10:37] [info] [ 2532] starting service...
[2016-02-11 13:10:37] [error] [ 2532] Failed creating java C:“WProgram Files (x86)%Java‘jrel.8.0_65\bin‘client’jvm.d1]
[2016-02-11 13:10:37] [error] [ 2332] The system cannot find the path specified.
[2016-02-11 13:10:37] [error] [ 25%32] serviceStart returned 1
[2016-02-11 13:10:37] [error] [ 2332] The system cannot find the path specified.
[2016-02-11 13:10:37] [info] [ 852] Run service finished.
[2016-02-11 13:10:37] [info] [ 852] Commons Daemon procrun finished
Copyright © 2016 Applied Expert Systems, Inc.
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How to Deploy SSL (https) on USS SH./.RE

» Generating a Keystore file (do this on Windows)

* Transfer the Keystore file to
$CATALINA HOME/webapps/

» Configure $CATALINA HOME/conf/server.xml
* Restart Tomcat
* Access the web app via https://<ip address>:8080/...
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How to Deploy SSL (https) on USS? SHARE

Generating a Keystore file (do this on Windows)

33

Open the command prompt and access JDK/JRE’s bin directory.

Use the Java keytool command to generate a Keystore file:

keytool -genkey -alias aesclever -keypass aesclever -keystore aesclever.bin -storepass
aesclever

In this example we use aesclever as the alias and the password for
the key, and aesclever.bin as the Keystore file name. You may use
other values of your choice.
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How to Deploy SSL (https) on USS? SH/RE

Generating a Keystore file — continued

It would now start a questionnaire. So fill in the relevant details accordingly. Look below for a
reference as to what to answer for the questions.

What is your first and last name?
[Unknown] : Joe Smith

What is the name of your organizational unit?
[Unknown] : support

What is the name of your organization?

[Unknown] : AES

What is the name of your City or Locality?
[Unknown] : Menlo Park

What is the name of your State or Province?
[Unknown] : CA

What is the two-letter country code for this unit?
[Unknown] : CA

Is CN=Joe Smith, OU=support, O=AES, L=Menlo Park, ST=CA, C=CA correct?
[no] : yes

The command would then conclude and create the Keystore file aesclever.bin.

Transfer the Keystore file (e.g., aesclever.bin) to SCATALINA HOME/webapps/

Copyright © 2016 Applied Expert Systems, Inc.
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How to Deploy SSL (https) on USS?

SH.ARE
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Edit SCATALINA_HOME/conf/server.xml (ASCIl Encoding)

Find the Connector element which has port="8443" and uncomment it, then add two lines.

Change from:

To:

35

<I==

<Connector port="8443" protocol="org.apache.coyote.httpll.HttpllProtocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"“ />

<Connector port="8443" protocol="org.apache.coyote.httpll.HttpllProtocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="webapps/aesclever.bin"
keystorePass="aesclever" />
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How to Deploy SSL (https) on USS? SH./ARE

Test with https://ipaddress:8443/....

Since the certificate was not generated by a trusted authority such as VeriSign, the older Browser will

give a warning message when you try to access the page with https. The new Browsers will reject the
request.

|@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.
¥ Click here to close this webpage.

@ Continue to this website (not recommended).

i=) More information
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37

04 CleverView® for TCP/IP on...

File Edit View Favorites Tools Help

Logoff | Select Node |

CAcss CleverView® for TCP/IP on Linux

Welcome to CleverView® for TCP/IP on Linux

Please enter your logon information:

Server: | | =)

Server Port: [:] (Default-3306)

User ID: | |

Password: | |

More info: https://www.mulesoft.com/tcat/tomcat-ssl
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z/OS Encoding Issue with Tomcat 8.5.2 and above

4

26-May-2016 15:25:02.
org.apache.catalina.lifecycleException:

at
at
at
at
at
at
at
at
at
at
at

Caused by: java.lang.IllegalZrgumentExceptio

at
at
at
at
at
at
at
at

L

org.apache.catalina.util.LifecycleBase.start (LifecycleBase.java:153)
org.apache.catalina.core.ContainerBase.addChildInternal (ContainerBase.java: 725)
org.apache.catalina.core.ContainerBase.addChild(ContalnerBase.java: 701}
org.apache.catalina.core.8tandardHost.addChild(StandardHost.java: 717)
org.apache.catalina.startup.Ho=tConfig.deployDirectory (HostConfig.java:1052)
org.apache.catalina.startup.HostConfigiDeployDirectory.run (HostConfig. java:1834)
Java.util.concurrent.Executorz5Runnablefdapter.call (Executor=.java:522)
java.util.concurrent.FutureTask.run (FutureTask.java:277)
java.util.concurrent.ThreadPoolExecutor.runWorker (ThreadPoolExecutor. ]ava 1153)
java.util.concurrent.ThreadPoolExecutor$Worker.rug aya:628)
java.lang.Thread.run (Thread.java:785)

Invalld {url—pattern} + in filter mapplng
org.apache.catalina.core.StandardContextam

org.apache.catalina.core.StandardContext.addFilterMap (StandardContext. java: 29@9}

SH./ARE

26-May—-2016 15:29%:01.998 INFC [main] org.apache.catalina.startup.Catalina.load Initialization processed in 2540 ms
26-May-2016 15:2%:02.07% INFO [main] org.apache.catalina.core.StandardService.startInternal Starting =service Catalina
Z26-May-2016 15:25%:02.080 INFO [malin] org.apache.catalina.core.StandardEngine.startInternal Starting Servlet Engine: Lpac
Z2e-May-2016 15:29%:02.175 IHNEQD Gaaaat —=tartStop-1] org.apache.catalina.startup.HostConfig.deployDirectory Deploying w

hii SEVERE [localhost—_g@artStop-1l] org.apache.catalina.core.ContainerBase.addChildInternal Containe
Failed to start component [StandardEngine[Catalina].StandardHost[localhost].Sta

m

org.apache.catalina.core.fpplicationFilterRegistration.addMappingForUrlPatterns (ApplicationFilterRegistration.ja

org.apache.tomcat .websocket . zerver.WeServerContainer.<init> (WzServerContainer.java:143)

org.apache.tomcat .websocket.server.W=eSci.init (WsSci.java:131)

org.apache.tomcat .websocket.server.WsSci.onStartup (WeSci.java:47)
org.apache.catalina.core.S8tandardContext.startInternal (StandardContext.java:5240)
org.apache.catalina.util.LifecycleBase.start (LifecycleBase.java:147)

10 more
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ASF Bugzilla: https://bz.apache.org/bugzilla/

ASF Bugzilla — Main Page version 4.4.10

Home | Mew | Browse | Search | Search | [?]1 | Reports | |davec@aesclever.co |es 7} Remember [x1 | Forgot Password

Welcome to ASF Bugzilla

Open a New
File a Bug Search Account

| H Quick Search |
Quick Search help | Install the Quick Search plugin

ASF Bugzilla User's Guide | Release Motes

NOTES:

BugZilla uses COOKIES for login authentication, so make sure your browser supports them, and you have them enabled.

Do MOT submit a problem report without searching the existing ones first to ensure that the issue you are reporting has not already been addressed

Do MOT send configuration questions or requests for help debugging your installation, locate the appropriate users support mailing list or newsgroup instead.

Do MOT report security vulnerabilities through this form! Send all security vulnerability reports via email to security@apache.org. Do NOT send questions about security or
configuration to either nor this bug forum, send such questions to the appropriate users support mailing list or newsgroup.

Do MOT report bugs in PHP, use the PHP Project's bug reporting database at http://bugs.php.net/.

If you're tracing spam or you're here because one of your favorite Web sites now says 'It Worked! Apache is installed!" -- then contact the mail originator or the Web site's
Webmaster directly, because they're just using our software and we have nothing to do with them. Don't waste your time or ours by telling us about it.

Finally, before submitting your first report, DO read the bug submission guidelines at http://issues.apache.org/bugwritinghelp.html. Following the guidelines will assure the bug is

resolved much more quickly.
el X
~AAPACHE

This is ASF Buggzilla: the Apache Software Foundation bug system. In case of problems with the functioning of ASF Bugzilla, please contact bugzilla-admin@apache.org. Please Note:
this e-mail address is only for reporting problems with ASF Bugzilla. Mail about any other subject will be silently ignored.

Home | New | Browse | Search | | || Search |jﬂ| Reports | |davec@aesclever.c0 |-------- ) Rememberml Forgot Password
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pache Software Foundation Bug Reporting gHAR
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ASF Bugzilla — Bug 59604 Invalid url-pattern in servlet mapping on s390x Last modified: 2016-06-01 11:28:56 UTC

Home | New | Browse | Search | Search |[21 | Reports | Help | (login ¥ Remember m [x1 | Forgot Password

First Last Prev Next  This bug is not in your last search results.
Bug 59604 - Invalid url-pattern in servlet mapping on s390x
Status: RESOLVED FIXED Reported: 2016-05-20 00:54 UTC by Dave

Modified: 2016-06-01 11:28 UTC (History)
CC List: 0 users

Product: Tomcat 8

Component: Catalina
Version: 8.0.33

Hardware: Other other

Importance: P2 major (vote)
Target Milestone: ——--
Assigned To: Tomcat Developers Mailing List

URL:
Keywords:

Depends on:
Blocks:
Show dependency tree

Attachments

log file (26.95 KB, text/plain) Details
2016-05-20 00:54 UTC, Dave

modified web.xml for ROOT (328 bytes, text/xml) Details
2016-05-25 00:47 UTC, Dave

log file with only ROOT app (11.76 KB, text/plain) Details
2016-05-25 00:48 UTC, Dave

conf/web.xml {did not make any changes) (154.87 KB, text/xml) Details
2016-05-26 01:23 UTC, Dave

log file with nothing in webapps/ (8.20 KB, text/plain) Details
2016-05-26 01:24 UTC, Dave
minimum /conf/web.xml (777 bytes, text/xml) Details

2016-05-26 20:25 UTC, Dave

"bare bones" conf/web_xml (212 bytes, application/xml) Details
2016-05-26 20:32 UTC, Dave

log file with bare bones conf/web.xml (11.59 KB, text/plain) Details
2016-05-26 20:34 UTC, Dave

Add an attachment (proposed patch, testcase, etc.) View All
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Tomcat Bug 59604

ASF Buggzilla — Activity log for bug 59604: Invalid url-pattern in servlet mapping on s390x

Home | New | Browse | Search | |—| Search |[?] | Reports | New Account | Log In | Forgot Password
Back to-bug 59664
Who When What Removed Added
davec || 2016-05-20 00:55:55 UTC || Summary (| Invalid url-pattern in servlet mapping || Invalid url-pattern in servlet mapping on s390x
markt || 2016-05-20 09:37:14 UTC || Status NEW NMEEDINFO
davec ||2016-05-20 22:32:56 UTC|| Status NEEDINFO NEW
markt || 2016-05-22 18:17:44 UTC || Status NEW NMEEDINFO
davec ||2016-05-23 19:08:50 UTC|| Status NEEDINFO NEW
markt || 2016-05-24 19:52:06 UTC || Status NEW NMEEDINFO
davec ||2016-05-25 00:56:32 UTC || Status NEEDINFO NEW
markt || 2016-05-25 06:20:37 UTC || Status NEW NMEEDINFO
davec ||2016-05-26 01:24:52 UTC || Status NEEDINFO NEW
markt || 2016-06-01 11:28:56 UTC || Resolution || --- FIXED
Status NEW RESOLVED

Copyright © 2016 Applied Expert Systems, Inc.
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Tomcat Bug 59604 SH.ARE

EDWUCATE « NI

Dave 2016-05-31 18:54:29 UTC Comment 24

OK. Mark, I will send the z/0S shell access info to you.

Mark Thomas 2016-06-01 11:28:56 UTC Comment 25

Thanks for the shell access. It really speed up debugging this.

The bug has been fixed in:
— trunk for 9.0.0.M7 onwards
8.5.x for 8.5.3 onwards
8.0.x for 8.0.3¢ onwards

7.0.% and earlier were not affected.
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« http://svn.apache.org/repos/asf/tomcat/tc8.0.x/trunk/BUILDING.txt
- . Mame . Date modified Type Size
- Tomcat source code directory: |

~ 1. bin 6/7/2016 3:05 PM File folder
1. conf 6,/7/2016 3:05 PM File folder
1 java 6/6/2016 1:48 PM File folder
.. modules 6,/6/2016 1:49 PM File folder
. output 6,/6/2016 3:19 PM File folder
W res 6/7/2016 3:05 PM File folder
L ternpl 6,/6/2016 3:06 PM File folder
L test 6,/7/2016 3:05 PM File folder
|. webapps 6,/6/2016 1:49 PM File folder
|| .gitignore 6,/6/2016 1:48 PM GITIGMORE File 2KBE
|| build.properties.default 6,/6,/2016 1:48 PM DEFAULT File 12 KB
=] build.xml 6,/6/2016 1:48 PM AML Document 129 KB
| BUILDING.bet 6,/6/2016 1:48 PM Text Document 18 KB
| KEYS 6,/6/2016 1:48 PM File 35KE
[ | LICENSE 6,/6/2016 1:48 PM File 57 KE
|| NOTICE 6,/6/2016 1:48 PM File 2KBE
|| RELEASE-NOTES 6,/6/2016 1:48 PM File & KB
[ RUNMING &t 6,/6/2016 1:48 PM Text Document 17 KE
[ SVN-MERGE.txt 6,/6/2016 1:48 PM Text Document 3KE
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How to Build Your Own Tomcat (v8.5.2)7 SH.ARE

* Download and install JDK 7 or later (e.g., Jdk-8u92)

* Download and install Apache Ant (“another neat tool” © )
v1.9.5 or later (e.g., v1.9.7)

« Set up Windows Environment Variables:
— JAVA HOME=JDK directory
— Add JDK and Ant bin directories to PATH

« Download the Tomcat source code

Copyright © 2016 Applied Expert Systems, Inc.
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» Under Tomcat’s source code directory:
— Copy build.properties.default to build.properties
— Edit build.properties:
» Change: base.path=%{user.nome}/tomcat-build-libs
* To: base.path=templ

All temporary files will be downloaded to the temp1 directory
under Tomcat’'s source code directory

— Run Ant to build/rebuild: ant
— A usable Tomcat will be in: Tomcat source\output\build

Copyright © 2016 Applied Expert Systems, Inc.
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- Edit UDecode.java in Tomcat source\java\org\apache\tomcat\utilNbuf

1N java org/apache/tomcat/util/buf/UDecoder.java View
b
try {
if (enc == mull) {
bytes = str.getBytes{StandardCharsets.I50 8839 _1);
+ enc = "IS0-BBS59-1";
¥ else {

bytes = str.getBytes{B2(Converter.getCharsetienc));

22

 Rebuild Tomcat

* Replace Tomcat's lib/tomcat-util.jar with the updated version in
Tomcat source\output\build\lib
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Apache Tomcat 8

Version 8.5.3, Jun 9 2016

Tomcat Web Application Manager How To

Table of Contents

Introduction
Message
Manager
Applications

1. 5tart

2. 5top

3. Reload

4. Undeploy

Deploy
1. Deploy directory or WAR file located on server

1. Deploy a Directory or WAR by URL
2. Deploy a Directory or War from the Host appBase

3. Deploy using a Context configuration ".xml" file
2. Upload a WAR file to install
3. Deployment Motes
4. Deploy Message
Diagnostics

1. Finding memaory leaks
Server Information

Introduction

In many production environments it is very useful to have the capability to manage your web applications without having to shut down and restart Tomcat. This
document is for the HTML web interface to the web application manager.

Tomcat 8.5.4 released on July 12, 2016
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