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Agenda

• Introduction

• Tomcat on Windows

• Tomcat (v7) on USS

– Installation

– Configuration

– Diagnostics

• HTTPS setup – a simple example

• Tomcat v8 issue (ASF Bugzilla)

• How to build your own Tomcat?
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Introduction

• Apache Tomcat is an open source Java servlet container that functions as a web server, developed 
by the Apache Software Foundation (ASF).

• Website: tomcat.apache.org

• Some popular web sites using Tomcat (standalone):
▪ aa.com
▪ gap.com
▪ southwest.com
▪ zillow.com

▪ Apache Tomcat vs. Apache HTTPD (Apache HTTP Server httpd.apache.org)
▪ HTTPD – the world’s most used web server (52.1%, July 2016). Written in C: static web pages + add-on 

modules for dynamic contents; e.g., Perl, PHP, Python, etc.
▪ Tomcat – written in Java: Java servlets, JSP; can also serve static contents
▪ mod_jk – an Apache module to connect Tomcat with other web servers such as Apache HTTPD
▪ Some popular web sites using HTTPD (plus Tomcat?):

▪ apple.com
▪ paypal.com
▪ nytimes.com

References: https://w3techs.com/technologies/details/ws-tomcat/all/all
https://w3techs.com/technologies/details/ws-apache/all/all
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Tomcat on Windows - Download

• https://tomcat.apache.org/download-70.cgi
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Tomcat on Windows - Installation

Select Host Manager for Virtual Hosting – Hosting multiple domains 

(websites) on a single server
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Tomcat on Windows - Installation

• Specify a userid/password for Tomcat Manager
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Tomcat on Windows - Installation

• Specify JVM
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Tomcat on Windows - Configuration

Startup type:

• Automatic

• Manual

• Disabled
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Tomcat on Windows - Configuration

JVM setup
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Tomcat on Windows - Operations

Starting/Stopping Tomcat
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Tomcat Operations - http://localhost:8080
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Tomcat Operations – Deploying a Web App
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Tomcat Operations – Deploying a Web App
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Tomcat Operations – Deploying a Web App
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Tomcat Operations – Running a Web App
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Tomcat on USS - Download

• https://tomcat.apache.org/download-70.cgi
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Tomcat on USS - Installation

• Pre-reqs
– gzip command

• download gzip.pax.Z.bin

• pax –rvf gzip.pax.Z.bin

– JVM

• gzip –d apache-tomcat-7.0.69.tar.gz

• tar –xvf apache-tomcat-7.0.69.tar
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Tomcat on USS – Environment Variables

• export CATALINA_HOME=/u/aes/apache-tomcat-7.0.69

• export JAVA_HOME=/usr/lpp/java/J8.0_64

Enhanced ASCII:

• export  _BPXK_AUTOCVT=ON

• chtag –t –c ISO8859-1 $CATALINA_HOME/bin/*.sh

or convert *.sh files from ASCII to EBCDIC:

• iconv –f ISO8859-1 –t IBM-1047 file1 > file2
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Tomcat on USS – check file tag information
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• chtag –p <pathname>
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Tomcat on USS – Directory Structure
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bin plugins, startup.sh, shutdown.sh, etc.

conf configurations

logs error/information logs

webapps web applications

work ../work/Catalina/localhost/…  cached data – may need 

to be manually cleaned up
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Tomcat Host Manager

• Edit $CATALINA_HOME/conf/tomcat-users.xml

• Specify Data Encoding: ASCII (or UTF-8)
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Tomcat Host Manager
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Tomcat Host Manager – Tomcat 8 (and later):

23

http://www.share.org/evaluation
http://creativecommons.org/licenses/by-nc-nd/3.0/


www.share.org/sanantonio-eval

http://creativecommons.org/licenses/by-nc-nd/3.0/

Copyright © 2016 Applied Expert Systems, Inc.

Tomcat Host Manager – Tomcat 8 (and later):
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Add a file: manager.xml in 

$CATALINA_HOME/conf/Catalina/localhost/
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Tomcat on USS - Operations

• To Start Tomcat:

$CATALINA_HOME/bin/startup.sh

• To Stop Tomcat

$CATALINA_HOME/bin/shutdown.sh
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Tomcat Operations - http://<ip address>:8080
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Tomcat Operations - http://<ip address>:8080
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How to Deploy a Web App Manually?

• Stop Tomcat

• Copy the war file to $CATALINA_HOME/webapps

• Start Tomcat
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How to Remove a Web App Manually?

• Stop Tomcat

• Delete the web app’s war file in $CATALINA_HOME/webapps

• Delete the web app’s directory in $CATALINA_HOME/webapps

• Delete the web app’s directory in $CATALINA_HOME/work/Catalina/localhost

• Start Tomcat
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How to Configure Tomcat to Listen to a Different Port?

• Edit $CATALINA_HOME/conf/server.xml  (ASCII encoding)

• Change Connector port=“8080” to Connector Port=“nnnn”
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Tomcat log files – in $CATALINA_HOME/logs/

• Sample problem: could not find JVM
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How to Deploy SSL (https) on USS

• Generating a Keystore file (do this on Windows)

• Transfer the Keystore file to 

$CATALINA_HOME/webapps/

• Configure $CATALINA_HOME/conf/server.xml

• Restart Tomcat

• Access the web app via https://<ip address>:8080/…
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How to Deploy SSL (https) on USS?

Generating a Keystore file (do this on Windows)

• Open the command prompt and access JDK/JRE’s bin directory.

• Use the Java keytool command to generate a Keystore file:
keytool -genkey -alias  aesclever -keypass aesclever -keystore aesclever.bin -storepass
aesclever

• In this example we use aesclever as the alias and the password for 
the key, and aesclever.bin as the Keystore file name.  You may use 
other values of your choice.
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How to Deploy SSL (https) on USS?

Generating a Keystore file – continued

It would now start a questionnaire. So fill in the relevant details accordingly.  Look below for a 
reference as to what to answer for the questions.

What is your first and last name?
[Unknown]: Joe Smith

What is the name of your organizational unit?
[Unknown]: support
What is the name of your organization?
[Unknown]: AES
What is the name of your City or Locality?
[Unknown]: Menlo Park
What is the name of your State or Province?
[Unknown]: CA
What is the two-letter country code for this unit?
[Unknown]: CA
Is CN=Joe Smith, OU=support, O=AES, L=Menlo Park, ST=CA, C=CA correct?
[no]: yes 

The command would then conclude and create the Keystore file aesclever.bin.

Transfer the Keystore file (e.g., aesclever.bin) to $CATALINA_HOME/webapps/

34

http://www.share.org/evaluation
http://creativecommons.org/licenses/by-nc-nd/3.0/


www.share.org/sanantonio-eval

http://creativecommons.org/licenses/by-nc-nd/3.0/

Copyright © 2016 Applied Expert Systems, Inc.

How to Deploy SSL (https) on USS?

Edit $CATALINA_HOME/conf/server.xml  (ASCII Encoding)

Find the Connector element which has port=”8443″ and uncomment it, then add two lines. 

Change from:

<!--

<Connector port="8443" protocol="org.apache.coyote.http11.Http11Protocol"

maxThreads="150" SSLEnabled="true" scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS“ />

-->

To:
<Connector port="8443" protocol="org.apache.coyote.http11.Http11Protocol"

maxThreads="150" SSLEnabled="true" scheme="https" secure="true"

clientAuth="false" sslProtocol="TLS"

keystoreFile="webapps/aesclever.bin"

keystorePass="aesclever" />
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How to Deploy SSL (https) on USS?

Test with https://ipaddress:8443/....
Since the certificate was not generated by a trusted authority such as VeriSign, the older Browser will 

give a warning message when you try to access the page with https.  The new Browsers will reject the 

request.
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How to Deploy SSL (https) on USS?
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More info: https://www.mulesoft.com/tcat/tomcat-ssl

http://www.share.org/evaluation
http://creativecommons.org/licenses/by-nc-nd/3.0/
https://www.mulesoft.com/tcat/tomcat-ssl


www.share.org/sanantonio-eval

http://creativecommons.org/licenses/by-nc-nd/3.0/

Copyright © 2016 Applied Expert Systems, Inc.

z/OS Encoding Issue with Tomcat 8.5.2 and above
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Apache Software Foundation Bug Reporting
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ASF Bugzilla: https://bz.apache.org/bugzilla/
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Apache Software Foundation Bug Reporting
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Tomcat Bug 59604
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Tomcat Bug 59604
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How to Build Your Own Tomcat (v8.5.2)?

• http://svn.apache.org/repos/asf/tomcat/tc8.0.x/trunk/BUILDING.txt

• Tomcat source code directory:
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How to Build Your Own Tomcat (v8.5.2)?

• Download and install JDK 7 or later (e.g., jdk-8u92)

• Download and install Apache Ant (“another neat tool” ☺ ) 

v1.9.5 or later (e.g., v1.9.7)

• Set up Windows Environment Variables:

– JAVA_HOME=JDK directory

– Add JDK and Ant bin directories to PATH

• Download the Tomcat source code
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How to Build Your Own Tomcat?

• Under Tomcat’s source code directory:

– Copy build.properties.default to build.properties

– Edit build.properties:

• Change: base.path=${user.home}/tomcat-build-libs

• To: base.path=temp1

All temporary files will be downloaded to the temp1 directory 
under Tomcat’s source code directory

– Run Ant to build/rebuild: ant

– A usable Tomcat will be in: Tomcat source\output\build
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Applying My Own Patch for Bug 59604

• Edit UDecode.java in Tomcat source\java\org\apache\tomcat\util\buf

• Rebuild Tomcat

• Replace Tomcat’s lib/tomcat-util.jar with the updated version in 

Tomcat source\output\build\lib
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Tomcat 8.5.3 and 8.5.4
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Tomcat 8.5.4 released on July 12, 2016
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